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Abstract In this study, we propose an automated unit test generation technique for detecting
vulnerabilities of Android kernel modules. The technique automatically generates unit test
drivers/stubs and unit test inputs for each function of Android kernel modules by utilizing dynamic
symbolic execution. To reduce false alarms caused by function pointers and missing pre-conditions of
automated unit test generation technique, we develop false alarm reduction techniques that match
function pointers by utilizing static analysis and generate pre—conditions by utilizing def-use analysis.
We showed that the proposed technique could detect all existing vulnerabilities in the three modules
of Android kernel 3.4. Also, the false alarm reduction techniques removed 44.9% of false alarms on
average.
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symbolic inputs
int y, int z){

/* Xy Yr 2:
int min(int x,
if (x<=y){
if (x<=2z)
return x;
else return z;
}else if (y<=z)
return y;
else return z;}
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Fig. 1 An example program for dynamic
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Table 1 Symbolic input setting rule

Input type

Symbolic input setting

Primitive type |A unit test driver specifies a symbolic input to an input variable according to the input variable type

Array type

A unit test driver specifies symbolic inputs to all elements according to the element’s type

Struct type

A unit test driver specifies symbolic inputs to all fields of the struct type according to each field's type

Pointer type

1) If a symbolic input of a pointer type T is not yet generated, a unit test driver allocates memory
space whose size is equal to sizeof(*T) and specifies a symbolic input according to the pointee type.

2) If a symbolic input of a pointer type T is already generated, the unit test driver assigns the existing
symbolic input variable to an input variable.
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748 int ceph_monc_init(struct ceph mon_client *monc,

struct ceph_client *cl)
m768 monc->con->ops = &mon_con ops;

1039 struct ceph connection_operations mon _con ops = {

1040 .get = ceph con get,
1041 .put = ceph_con_put,
1045 };
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Fig. 2 Function pointers of Android kernel net/ceph module
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net/ceph/osd_client.c
2120 static struct ceph_auth_handshake *get_authorizer(

2121 struct ceph_connection *Con, .. )
2122 { // False alarm on assert(con!=NULL) ;
2123 struct ceph_osd *o = con->private;

net/ceph/messenger.c

836 static struct ceph_auth_handshake

837 *get_connect_authorizer (struct ceph_connection
*con,

838 int *auth_proto) {
839 struct ceph_auth_handshake *auth;
849 auth = con->ops->get_authorizer(con, o I
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Fig. 3 An example of false alarm caused by missing
pre-conditions
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® + Pre-condition Generation 537 58.7 530
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Fig. 5 Ratio of residual false alarms after applying false alarm reduction techniques
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