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Abstract The paper presents an extension of the Concolic testing tool CROWN(Concolic testing
for Real-wOrld softWare aNalysis) for improving the applicability and usability of Concolic testing.
The existing CROWN tool is limited to Linux platforms and the Concolic testing results generated
from CROWN are hard for users to understand. We extend CROWN to run on Windows OS to
increase the running platforms and improve user interface with CROWN and its applicability to help
users analyze Concolic testing results in an easier way.
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1 #include <crown.h>

2 void main

3 int a, b, res;

4 SYM_int(a);

5 SYM_int(b);

6 ifta==1){

7 if(lo == 1) res = 1;
8 else res = 2;

9

10 else {

11 if(b == 2) res = 3;
12 else res = 4;

13

14 '}

¥ 1 494 2= 1
Fig. 1 Example code 1

a3 2 29 19 7] ag=
Fig. 2 Branch graph of Fig. 1
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Table 1 Generated test cases of Fig 1 in Concolic testing

No Input value Symbolic path formula Next formula
1 a=0, b=0 a =1 && b!=2 al=1 && b==2
2 a=0, b=2 a =1 && b==2 a==1
3 a=1, b=0 a==1 && b!=1 a==1 && b==1
4 a=1, b=1 a==1 && bh==1 none
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#include <crown.h>
void main () {
int a, b, res;
SYM_int(a);
SYM_int(b);
if(a==1 && b==1)res = 1;
else res = 2;

cCONOOT P~ WN —

a3 3 dA 2= 2
Fig. 3 Example code 2

if (a==1){
__CrownBranch(8, 2, *-);
iflb == 1) {
__CrownBranch(11, 3, -+);
res=1;

else
__CrownBranch(12, 4, -+);

else {
__CrownBranch(7, 5, -);
res = 2;

— s S OO NDOTA W —

pwWN—=O

a9 4 29 39 9ol 498 ==
Fig. 4 Instrumented code of Fig. 3
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Fig. 5 Execution logic of Windows version CROWN
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Table 2 Major changed statements for porting

Component Changed history
Front—end 1 Adding statements to remove codes CIL can’t parse.
2 Removing generating GCC extensions Visual Studio compiler doesn’t support.
Middle—end 1 Removing GCC extensions in CROWN code Visual Studio compiler doesn’t support.
2 Replacing POSIX libraries Visual Studio doesn’t support.
1 Replacing POSIX libraries Visual Studio doesn’t support.
Back-end . . . )
2 Replacing output formats Visual Studio doesn’t support.
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=

#include <stdio.h>
2. #include <stdlib.h>
3.  #include <Windows.h>

generating a preprocessed file(.i)
using Visual Studio compiler

379. [source_annotation_attribute(SA_Parameter)]
380. struct FormatStringAttribute
381 {

annotation attribute statement in the preprocessed file

10176.__declspec(noalias) __declspec(restrict) void
* _ cdecl calloc(size_t_Count, size_t_Size);

declspec(restrict) statement in the preprocessed file

19252.return ((void * _ptr64) (unsigned __int64)
(ULONG_PTR)p );

__ptr64 statement in the preprocessed file

a9 6 CILA of3f 3t 8715 & <Al
Fig. 6 Code example CIL can't parse
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1 Standard Annotation Language (SAL)

2 __declspec(restrict) <

3 _ ptr6d TE
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Table 3 Used data structure before and after porting

Replaced data structure for

POSIX data structure . . .
visual studio compiler

hash_map unordered_map

%4399 52 A8E 95

Table 4 Used function before and after porting

Replaced function for

POSIX function . . .
visual studio compiler

Mkdir
Gettimeofday

CreateDirectory
User defined

0
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CROWN setting CROWN Coverage result
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Fig. 7 Cycle of applying CROWN for coverage improvement
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#include <stdio.h>
#include <crown.h>

void main(){
int var_a, var_b;

SYM_int(var_a);
SYM_int(var_b);

if((double)var_a > 10.0)
printf("reach 1");

if(var_b < -10)
printf("reach 2");

== a2 OONOOTR~WN —

HAwONO—O

I 8 oA Z= 3
Fig. 8 Example code 3

(= x0 32770)
(=x10)

(> (s_cast[64] x0) 10)
(I (<x1-10))

-1
3
7
-2

—OONOOTWN —

o

a8 9 19 89
Fig. 9 Outputs of print_execution before refinement for
Fig. 8

7§ Hprint_execution &9
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< A3 F 6J—r(mam)"ﬂ’ﬁ wzi Lk
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l(var_b < -10)& AUW— @Mﬁﬂ
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R )
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2. A (pre-order) HE|o] AEY H=Z F2 E¥o=
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o B39t mV7L E¥drh = A5 AT

Aaygoz F W3t A &4 El% 5 ek
¥ 5 print_execution°| A9 & W3 T F
Table 5 Output format of casting code in print_execution
Data type to cast Output format in print_execution
char s_cast[8]
unsigned char u_cast[8]
int s_cast[32]
unsigned int u_cast[32]
float s_cast[32]
double s_cast[64]
ot AL 29E @ W 29 942 FaAe
W, 8 dg B Asy A¥el ojdA @ B3, 3

39} @7 e AR F(nte} float) S FEo] E7}

%3}‘4

] AR (ine, file) FA

AEY HFY 9%, A8Y F=E
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} g o, olzgo] EAlgh
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Z71& 71F A (prefix notation)

1ol A AREALl Al Hsg F9l(infix notation) 2]

Qo
r.\ﬂ

&Hnir&i
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Symbolic variables & input values
(var_a = 32770) [ Line: 7, File: main.c ]
(var_b = 0) [ Line: 8, File: main.c ]

Symbolic path for the input
((double) var_a > 10) [ Line: 10, File: main.c ]
I (var_b < -10) [ Line: 12, File: main.c ]

Sequence of reached branch ids
Function enters]

3 [ Line: 10, File: main.c ]

7 [ Line: 12, File: main.c ]

-2 [Function exits]

I 10 1Y 89 wig AA
Fig. 10 Refined print_execution output of Fig.
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#include <stdio.h>
#include <crown.h>
void func() {

int var_c;

SYM_int(var_c);
if(var_c == 123) printf("reach");

ONOTTHWN —

a3 11 oA ZE=(targetl.c)
Fig. 11 Example code (targetl.c)

#include <stdio.h>
#include <crown.h>
void main() {

int var_a, var_b;

SYM_int(var_a);
SYM_int(var_b);
if(var_a > 10 && var_b > 10) {
if(var_a < -10)
printf("infeasible");
func();

=== OONOTAWN—

W —O

a9 12 oA Z=(target2.c)
Fig. 12 Example code (target2.c)

1 Source file: target1.c

2 Function: func

3 Covered Branches

4 | Branch ID | Line No. | Condition to cover the BR |

5 | 14| 7 |var_c==123

6 15| 7| Y(var_c ==123) |

7 No uncovered Branch

8

9 Source file: target2.c

10 Function: main

1" Covered Branches

12 | Branch ID | Line No. | Condition to cover the BR |

13 | 3] 8|var_a>10 |

14 | 4| 8|var_ b>10&&var_a>10 |

15 | 8| 8| !(var_b>10) &&var_a>10|

16 | 9| 8| !(var_a > 10) |

17 6| 9| Y(var_a <-10) |

18 Uncovered Branches

19 | Branch ID | Line No . | Condition to cover the BR |

20 | 5| 9|var_a<-10 |

21

22

23 Summary

24 Source file: target1.c

25 | Function name | cov BR# | uncov BR# | total BR# | cov rate(%) |
26 | func | 2] (o] 2] 100.0 |
27  Source file: target2.c

28 | Function name | cov BR# | uncov BR# | total BR# | cov rate(%) |
29 | main | 5| 1] 6| 83.3|
30

31  Total Coverage

32 | cov BR# | uncov BR# | total BR# | cov rate(%) |

33 | 7] 1] 8| 87.5]

1% 13 new_coverage 3 W&

Fig. 13 Contents of the new_coverage file
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