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Abstract Mutation analysis generates mutants of a target program by applying syntactic changes
to the source code and analyzes the difference of execution results of the mutants from those of the
original program. For effective mutation analysis, mutant generation tools should be able to generate
effective program mutants. For example, a mutant that is semantically equivalent to the original
program or another mutant is not an effective mutant, because it does not generate an execution result
different from that of the original program or another existing mutant. This paper presents a
comparative study of two mutant generation tools for C programs, Proteum and Milu. To generate
effective mutants effectively, we generated a canonical form of mutated expressions and removed
duplicated mutants that have the same canonical form as that of other mutants. We applied Proteum
and Milu to four Linux/Unix utilities in the SIR benchmark and showed that 48.7% and 46.4% of
mutants generated by Proteum and Milu were effective mutants on average, respectively.
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original.c

#include <stdio.h>
int main() {
int a;

scanf ("%d", &a);

if (a+ (1 * 1) == 0)
printf ("reach!");
return 0;

}

a8 1 FE Hol oA - 92 3=

Fig. 1 An example of duplicate mutant - Original code
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//Mutantl (mutantl.c)

1 if (a+ (1 << 1) ==0)
//Mutant2 (mutant2.c)
1 if (a+ (1 + 1) ==0)

3" 2 T5 ®o] oA - We] 1=

Fig. 2 An example of duplicate mutant - Mutated code
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Table 1 Information on target programs for mutation

analysis

Target ) ) ‘Branch ) Line
Program LoC #TCs Coverage Coverage

(%) (%)

grep—2.0 5956 132 46.0 65.4

sed-1.17 4085 73 34.8 62.4

gzip-1.2 6358 213 58.3 75.0

flex-2.4.3 11784 567 80.3 86.7

Average 7045.8 246.3 54.9 72.3

i~/Example$ cp original.c code.c & gcc code.c -o original
~/Example$ cp mutantl.c code.c & gcc code.c -o mutantl
~/Example$ cp mutant2.c code.c && gcc code.c -o mutant2

a9 3 vty wd A A4

Fig. 3 Binary file generation from mutants

hyunoo@checkerl:~/Example$ mdSsum original mutantl mutant2
c@c2cafSbab41432e30c106b31dad2e@ original
b9549a95558436eb762fe8ff88bf9280 mutantl
b9549a95558436eb762fe8ff88bf9280 mutant2

2% 4 velyE] gl A=A &9
Fig. 4 Checksum outputs of binary files
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Table 2 Mutation analysis results
Mutants generated by Proteum Mutants generated by Milu
Non-duplicate Non-duplicate
< Killed Alive Killed Alive
Target - -
Programs| Easy- | Hard- | Mutation Mutétlton Duplicate | Total | Easy- | Hard- |Mutation Mutgtlton Duplicate | Total
to— to— point p;)::tl to— to— point p:j;rtl
kill kill reached reached kill kill reached reached
o 33228 | 43046 | 66454 83382 110672 | 336782 | 4730 3749 10439 7011 13327 39256
BT 1 (9.90) |(12.8%)| (19.7%) | (24.8%) | (32.9%) |(100.0%)|(12.0%) | (9.6%) | (26.6%) | (17.9%) | (33.9%) |(100.0%)
od 21141 8768 44052 77765 102944 254670 3608 935 4866 7732 7640 24781
se (8.3%) | (3.4%) | (17.3%) | (30.5%) | (40.4%) |(100.0%) |(14.6%) | (3.8%) | (19.6%) | (31.2%) | (30.8%) [(100.0%)
Ji 79674 | 11593 35210 26120 20297 172889 6613 1139 2677 2855 5473 18757
8701 46.19%)| (6.7%) | (204%) | (15.1%) | (11.7%) | (100.0%) | (35.3%) | (6.1%) | (14.3%) | (15.2%) | (29.2%) |(100.0%)
flex 77677 | 17053 18335 19103 28453 160621 | 9425 2172 3560 2315 6184 23656
(48.4%) [ (10.6%)| (11.4%) | (11.9%) | (17.7%) |(100.0%)|(39.8%) | (9.2%) | (15.0%) | (9.8%) | (26.1%) |(100.0%)
A 52930.0 [20115.0 | 41012.75 | 515925 | 65591.5 |231240.5| 6094.0 | 1998.8 | 53855 | 4978.3 8156.0 | 266125
VETABE 1 (92.99)| (879%) | (17.79%) | (22.3%) | (28.4%) | (100.0%) | (22.9%) | (75%) | (202%) | (18.7%) | (30.6%) |(100.0%)
gk o] Z2ase] vlgS HluElHth EAolx] X 3 3 FHE "ol AA AIRHR)
3t Wo| T ad F Fo]7] 4% wWo] Tz P 3 Table 3 Time for removing duplicate mutants (sec)
o WHolo WAHE A3 HAE Ao)lx F 2/3 oA Target Binary checksum Static analysis+
o] 0] Wo] ZEgYWow HolaPgon FH wol= Programs only Binary checksum
3ol N HHF F2 wo] AA Fdn Ao F 44 erep il o
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g wlolugle] AZA HlwE AHEsld SHSIATE B p— 21151 117
T Weld B9 A 7o Woloh A& I flex 28805 485.2
on 25 AR BAsjok 317] uiol Blwskx] EIct Average 2972.5 866.6
Hi AE C3 Hlg AlS 7
5. B0l HAE =7 bl alf 2% oA AR APHE A4 ZEaW volh WA
¥ 2% "Ho] 24 An= Jehdth Proteum® Milu w9 EEAT AR vl 7Fs3y] Wi T8 A

= HaHog 23145057 Ha} 266612.57112] Wol= A4
3tk Proteum©] A A2kx1e] 47 ©] B wjio)
Milu A4 o] 9] 87 HHA Wolg A4 = A
t}. Proteume] #A¥ ®ole] Hit 284%9 WHelrt &
B ¥olal 22.9%<2] WHol7}
o] 7% 306%9 W7l F
Fol7] A& Holdk. &
A 487%¢] Wel7b AFFHQ Wo]al 51.3%7 A3 o]

B =RiMe C Ty WHol = Proteumd

Zo0]7] #& Wololth Milu  Milug Wdez A2l WHol7l dvhg A=A

ZE wola 229%<] wolr} vlal B4 AFE FY3A SIR WX vt grep?

Proteumo] A4t WHo] Foj Hol ENS Syt A

sed ZTEIWS Aoz
]

Proteumol| A A4

r&‘l
2
[¢]
o
oo
9
X
lo,
g o
o

2} w99l

033 r

it

g o
;o

A ke wolgdew, Milud A% 464%7F &#HA H WO MiluolAM A T 46.4%°] Wo|7t &
o], 53.6%7} EHHo|A] ke wWo|dr). HAH4Q Holz F E%Lﬂ B3k £FEo] 3l o)
¥ 3 FE wolZ AAsk= AMgdE Azte vy § AAske AS glsdit BF A= Adse Wol
itk wlelual A=A AEs AL Wy 29725%e B XA Azt e win el V)& A
Azbo] AQE T 3FA] AeklE B4 sHa wloli]  HRRIUE A2 7hke] S5 wHol AA JHET ¢
gl AZA S A ALLE AO 866629 Algte]  WEA TH WHolE F& F JUFS HIH FF AT
AQFo] oF 3434 © wWEA =B HolE gx% & 2 Aolgle Hol F 5% WHolrl Eviy EAlE=A]
AAT. vty A=A B HALS fal A =
S AR S ATGE A S sl 27 A St ten e 40 01 5
vzl s oAl e AIHE Adsor sk 3% 49 A%s Aedt




BAQ WHol BAE 9% C ZE2 3 WHol] =7 H Al Proteum¥ Milug AHE-SF Alel] A 347

References

[1] Y. Jia and M. Harman, "An Analysis and Survey of
the Development of Mutation Testing,” Proc. of
IEEE Transactions on Software Engineering, Vol.
37, No. b5, pp.649-678, Jun. 2010.

[2]1 J. C. Maldonado, M. E. Delamaro, S.C.P.F. Fabbri,
AD.S. Simao, T. Sugeta, AM.R. Vincenzi, P.C.
Masiero, "Proteum: A family of tools to support speci-
fication and program testing based on mutation,”
Moutation testing for the new century, Vol. 24, pp.
113-116, Springer, Boston, MA, 2001.

[3] Y. Jia and M. Harman, "A Customizable, MILU: A
customizable, runtime-optimized higher order muta-
tion testing tool for the full C language,” Proc. of
Testing: Academic & Industrial Conference — Practice
and Research Techniques, pp. 94-98, Aug. 2008.

[4] H. Do, S. Elbaum, G. Rothermel, "Supporting con—
trolled experimentation with testing techniques: An
infrastructure and its potential impact,” Journal of
Empirical Software Engineering, Vol. 10, No. 4, pp.
405-435, Oct. 2005.

[5] W. Visser, "What makes Killing a Mutant Hard,”
Proc. of the 31st IEEE/ACM International Con-
ference on Automated Software Engineering, pp.
39-44, Aug. 2016.

[6] D. Schuler and A. Zeller, "(Un-)Covering Equivalent
Mutants,” Proc. of Third International Conference
on Software Testing, Verification and Validation,
pp. 45-54, Apr. 2010.

[7]1 D. Schuler and A. Zeller, "Covering and Uncovering
Equivalent Mutants,” Journal of Software Testing,
Verification and Reliability, Vol. 23, No.5, pp. 353—
374, Aug. 2013.

[8] Y. Jia and M. Harman, "Higher Order Mutation
Testing,” Journal of Information and Software
Technology, Vol. 51, No. 10, pp. 1379-1393, Oct. 2009.

[9] M. Kintis, M. Papadakis, and N. Malevris, "Evalua—
ting Mutation Testing Alternatives: A Collateral
Experiment,” Proc. of the 17th Asia Pacific Software
Engineering Conference, pp. 300-309, Nov. 2010.

[10] A.J. Offutt, "Investigations of the Software Testing
Coupling Effect,” Journal of ACM Transactions on
Software Engineering and Methodology, Vol. 1, No.
1, pp.5-20, Jan. 1992.

[11] M. Papadakis and N. Malevris, "An Empirical
Evaluation of the First and Second Order Mutation
Testing Strategies,” Proc. of Third International
Conference on Software Testing, Verification, and
Validation Workshops, pp. 90-99, Apr. 2010.

[12] D. Baldwin and F. Sayward, "Heuristics for Deter-

mining Equivalence of Program Mutations,” Research
Report 276, Yale Univ. Apr. 1979.

[13] J. Offutt and W. Craft, "Using Compiler Optimization
Techniques to Detect Equivalent Mutants,” Journal
of Software Testing, Verification and Reliability,
Vol. 4, No. 3, 1994.

[14] J. Offutt and J. Pan, "Automatically Detecting
Equivalent Mutants and infeasible Paths,” Journal
of Software Testing, Verification and Reliability,
Vol. 4, No. 3, pp. 131-154, 1997.

[15] J. Voas and G. McGraw, "Software Fault Injection:
Inoculating Programs against Errors,” John Wiley
& Sons, New York, 1997.

[16] M. Harman, R. Hierons, and S. Danicic, "The Rela—
tionship between Program Dependence and Mutation
Analysis,” Mutation testing for the new century,
Vol. 24, pp. 5-13, Springer, Boston, MA, 2001.

&3
20073 KAIST #4ketz) skt 2007d ~
20093 KAIST #4ketzl AA} 20099 ~
2017\ KAIST 4k uhal il iof
£ AE3}E Concolic F4 BlAH, ¥
28, 2 oF 91X 4, A¥HF

48 ¢

i 20161 AMATista R st AL
20163 ~&A) KAIST H2HhR A} o}
A, #AlEoke As3E Concolic 4
B8 wo] H2H

& & T

20163 KAIST #Akshy &AL 20181
KAIST ZH2behR AL 2018 ~ @A)
TmaxData 979, TAE= A&53
= Concolic F4 EH|2E, wWo] € 2E

1995 KAIST #2kega) skab 2001
Univ. of Pennsylvania BA} 20023 ~
2004\ SECUL.COM =% 2004'd ~2006
d POSTECH Q7-9. 20061d ~2012d
KAIST Aakstat zw4 2012d ~&A)
KAIST ey Rug dgdEoks
Concolic HI=H, A& &7 #4] 4, Concurrency Bl&H,
Hol H28, 43 HF, gy L2z EH




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


