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1. Use-cases

1. Common Functions
(1) Power On
Use Case : Power On

Primary actor : Homeowner
Goal In Context : To power on the Safehome server.

Preconditions : All components of server must be installed.

Trigger : The homeowner wants to power on the system.

Scenario : 

1. The homeowner press 'power' button for 3 seconds.

2. The server starts booting the server and shows "now booting" messages at the LCD display.

3. The server finishes booting and shows initial states at the display.

Exception : 

1. Server fails to boot : Power off the system.

Priority : Very High

When available : First Increment

Frequency of use : Low

Channel to actor : Control Panel

Secondary actors : System administrator

Channels to secondary actors : Control Panel

Open issues : None.

Requirement specification Document : 4.1.1
(2) Power Off
Use Case : Power Off

Primary actor : System administrator

Goal In Context : To power off the Safehome server.

Preconditions : Server must be in the disarmed state; appropriate master passwords must be obtained.

Trigger : The system administrator/homeowner wants to power off the server.

Scenario : 

1. The system administrator inputs master password.

2. The system administrator selects 'power' button to power off the server.

3. The server asks to system administrator "Are you really want to power off this system?"

4. The system administrator selects "Yes".

5. The server saves data and display appropriate message.      

6. The server finishes saving and power off.

Exception : 

1. The server is in armed state : alert and don't power off the system.

2. If the master password is wrong one : Do nothing.

3. The system administrator selects "No" at 4. : Do nothing

4. The server fails to save data : display "Save failed" and don't power off.

Priority : Very High

When available : First Increment

Frequency of use : Low

Channel to actor : Control Panel
Secondary actors : None

Channels to secondary actors : None

Open issues : None

Requirement specification Document : 4.1.2
(3) Configure/Change User Passwords
Use Case : Configure/Change User Passwords

Primary actor : System administrator

Goal In Context : To configure/change user passwords

Preconditions : Server must be in the disarmed state; appropriate master passwords must be obtained.

Trigger : The system administrator wants to configure and change user passwords.

Scenario : 

1. The system administrator inputs master password.

2. The system administrator selects 'code' button to configure/change user passwords.

3. The system administrator selects the number that user number s/he wants to configure or change. (0 is system administrator, 1~5 are homeowner, 6~9 are guest)

4. System administrator inputs new password consists of 4 numeral.

5. System administrator inputs new password one more time for preventing mistakes.

6. The server saves the information and display "Done" message.

Exception : 

1. The password is wrong one : Do nothing.

2. The server is in initial state : master password is "0000".

3. The two times of inputs of the new password are different of each other : Alert and go to 4.

Priority : Very high

When available : First Increment

Frequency of use : Infrequent

Channel to actor : Control Panel

Secondary actors : None

Channels to secondary actors : None

Open issues : None.
Requirement specification Document : 4.1.3
(4) Configure ID/passwords
Use Case : Configure ID/passwords

Primary actor : System administrator

Goal In Context : To configure ID and two level passwords.

Preconditions : Server is in initial state; Software Interface is pre-installed in PC, and is connected with server and web server.

Trigger : The system administrator wants to access to PC-based interface at the first time.

Scenario : 

1. The system administrator accesses to software interface with Home PC.

2. The system administrator enters master password. 

3. The system administrator enters his/her ID consists of 8~16 characters in alphabet, numeral. Then the system administrator selects "check" button at the right side of the ID input box.

4. The web server check whether the ID is already existed or not.

5. The system administrator enters 1st/2nd level passwords consists of 8~16 characters in alphabet, numeral and special characters. S/he enters same passwords one more time for preventing mistakes.

6. System administrator ends the work with selecting "Confirm" button.

7. The server compare the two groups of passwords.

8. The server sends ID, passwords, serial number of Safehome server to web server.

9. The server saves the same ID, passwords at Safehome server, then displays the log-in page.

Exception : 

1. The system administrator closed the browser before the all step of configuration was ended : erase all information inputted and start at the first step at the next access.

2. The master password is wrong one : Alert and go to first page.

3. ID is already existed : Display “ID is already existed” message and return to 3.

4. The two times of inputs of the new two level passwords are different of each other : Alert and go to 3.

5. The system administrator selects "Cancel" button : erase all information inputted and start at the first step at the next access.

6. Web server doesn't respond : Retry that step until the web server responds or the system administrator decides to stop the configuration.

Priority : Very high

When available : First Increment

Frequency of use : Infrequent

Channel to actor : Via PC-based browser.

Secondary actors : web-server

Channels to secondary actors : Internet-line 

Open issues : None

Requirement specification Document : 4.1.4
(5) Change Passwords
Use Case : Change Passwords

Primary actor : System administrator

Goal In Context : To change two level passwords

Preconditions : The system administrator must log-in to the system first; appropriate ID/passwords must be obtained.

Trigger : The system administrator/homeowner wants to change two level passwords.

Scenario : 

1. The system administrator selects "Configuration" menu (Main page). 

2. The system administrator enters master password. 

3. The system administrator selects "Change passwords" menu.     

4. The system administrator inputs current passwords.     

5. The system administrator enters 1st/2nd level passwords and same passwords one more time for preventing mistakes.

6. The Safehome server or web server saves new passwords at both servers.

Exception : 

1. The system administrator closed the browser before the all step of change was ended : don't change the passwords.

2. The master password is wrong one : Alert and go to first page.

3. The two times of inputs of the new two level passwords are different of each other : Alert and go to 3.

4. The system administrator selects "Cancel" button : don't change the passwords.

5. Web server doesn't respond : Retry that step until the web server responds or the system administrator decides to stop the change.

Priority : Medium

When available : Third Increment

Frequency of use : Infrequent

Channel to actor : Via PC-based browser and Internet connection to SafeHome Web site.

Secondary actors : web-server

Channels to secondary actors : Internet-line

Open issues : None

Requirement specification Document : 4.1.5
(6) Log-in
Use Case : Log-in

Primary actor : Homeowner

Goal In Context : To log-in to the server.

Preconditions : System must be fully configured; correct ID and passwords must be saved in the server.

Trigger : The homeowner wants to log-in to the server with PC based browser.

Scenario : 

1. 1. At log-in page, the homeowner enters his/her ID and two level passwords.
2. The interface displays the main page.   

Exception : 

1. ID/passwords are wrong : the server saves the number of wrong input and alert.

2. The number of wrong input becomes 3 : the server blocks the ID. Support technician will call homeowner. Then support technician identify whether the homeowner is real homeowner, and notice the record of access to homeowner. If the person connecting with log-in page is homeowner, then cancel blocking. If not, then give new passwords to homeowner and cancel blocking.

Priority : Very High
When available : First Increment

Frequency of use : Frequent

Channel to actor : Via PC-based browser and Internet connection to SafeHome Web site.

Secondary actors : web server

Channels to secondary actors : Internet-line

Open issues : None

Requirement specification Document : 4.1.6
(7) Log-out
Use Case : Log-out

Primary actor : Homeowner

Goal In Context : To log-out from the system

Preconditions : The homeowner must log-on to the server first.

Trigger : The homeowner wants to log-out from the server.

Scenario : 

1. Homeowner selects "log-out" button.

2. Interface asks to homeowner "Are you really want to log out this page?".

3. The homeowner selects "yes".

4. Server shows farewell message and goes to log-in page.

Exception : 

1. The homeowner selects "No" at 3. : Do nothing.

2. The homeowner closed the window without log-out : Support auto log-out. 

Priority : Very High

When available : First Increment

Frequency of use : Frequent

Channel to actor : Via PC-based browser 

Secondary actors : web server

Channels to secondary actors : Internet-line

Open issues : None

Requirement specification Document : 4.1.7
(8) Configure floor plan
Use-case : Configure floor plan

Primary actor : System Administrator

Goal in context : To set floor plan and locate sensors and cameras

Preconditions : The system administrator must log-on to the server first.

Scenario:

1. The system administrator selects 'Configure Floor Plan' menu at the 'Configuration' Page. 

2. The interface shows the floor plan drawing page.

3. The system administrator selects 'door (or window, wall)' icon, stretch it to their appropriate lengths and attach it at appropriate place on the grid.

4. The system administrator does a double-click on the floor name at the upper place of the grid, and modify the floor name.

5. The system administrator selects 'Add Floor' button to add new floor.

6. The system administrator selects 'Delete C.Floor' button to delete current floor.

7. The system administrator changes the current floor at the 'Select Floor Menu'.

8. The system administrator selects the metrics s/he wants at the 'Metric Menu'.

9. The system administrator selects installed camera or sensor at Library Menu, and places it at appropriate place.

10. The system administrator selects camera/sensor (or door, window, wall icon) on the grid and drags it to trash can to remove the selected icon.

11. The system administrator selects 'Save' button to save the floor plan. 

12. The system administrator selects 'Load' button to Load the floor plan that already created.

Exceptions:

1. There is only one floor at remove action : Initialize current floor.

Priority: Very High

When available: First Increment

Frequency of use: Infrequent.

Channel to actor: Via PC-based browser 

Secondary actors : web server

Channels to secondary actors : Internet-line

Open issues : None.
Requirement specification Document : 4.1.8
2. Surveillance Use-cases

(1) Display camera views
Use-case: Display camera views 
Primary actor: Homeowner.

Goal in context: To view all cameras with its position on the floor plan, and select specific camera to view its video output in detail. 

Preconditions: System must be fully configured; The homeowner must have been logged in by homeowner’s computer.

Trigger: Homeowner wants to view cameras and its locations via floor plan.

Scenario:

1. Homeowner selects “all cameras” menu.

2. PC Interface displays floor plan and cameras with own position.

3. Homeowner selects specific camera.

4. PC Interface opens new pop-up window of its video in detail. This is described in “View current video and control pan/zoom for specific camera” use-case.

Exceptions:
1. System is not configured: Alerts that configuration step is required. See "configure floor plan" use-case to set it. 

Priority: Moderate priority, to be implemented after basic functions. 

Availability: Third increment 

Frequency of use: Infrequent. 

Channel to actor: PC Interface. 

Secondary actors : web server

Channels to secondary actors : Internet-line

Requirement Specification Documents:  4.2.1
(2) View thumbnail snapshots for all cameras
Use-case: View thumbnail snapshots for all cameras 

Primary actor: Homeowner. 

Goal in context: To view thumnails of each camera in a context, and select specific camera to view its video output in detail.
Preconditions: System must be fully configured; The homeowner must have been logged in by homeowner's computer.
Trigger: Homeowner wants to view all cameras’ current video in a window

Scenario 

1. Homeowner selects "view thumnails" menu. 

2. PC Interface displays thumbnails of each camera in many grids. 

3. Homeowner selects specific camera thumbnail. 

4. PC Interface opens new pop-up window of its video in detail. this is described in "View current video and control pan/zoom for specific camera" use-case. 

Exceptions: 
1. System is not configured: Alerts that configuration step is required. See "configure floor plan" use-case to set it. 

Priority: Moderate priority, to be implemented after basic functions. 

Availability: Third increment 

Frequency of use: Infrequent. 

Channel to actor: PC Interface. 

Secondary actors : web server

Channels to secondary actors : Internet-line

Open issues: 

1. if the total thumbnails is big, image transferring may be too slow on the internet. 

Requirement Specification Documents: 4.2.2
(3) View current video and control pan/zoom for specific camera
Use-case: View current video and control pan/zoom for specific camera 

Primary actor: Homeowner. 

Preconditions: System must be fully configured; Homeowner must have been logged in to PC Interface
Trigger: Homeowner wants to watch specific location via camera view.

Scenario: 

1. Homeowner selects specific camera from either "pick a camera" View or "thumbnails" View. 

2. PC Interface shows pop-up window which contains detailed video of the camera's current status. 

3. Homeowner operates pan/zoom controller of pop-up window. 

4. The camera change its status as homeowner's input. 

5. PC Interface shows video of the camera with changed pan/zoom property. 

6. Homeowner presses "save". 

7. The camera saves its default pan/zoom status to current value. 

8. Homeowner presses "reset". 

9. The camera recovers its current pan/zoom value from default value. 

Exceptions: 

1. Homeowner presses "record" button: see "Record camera output" use-case. 

Priority: Moderate priority, to be implemented after basic functions. 

When available: Third increment.
Frequency of use: Frequent. 

Channel to actor: PC Interface 

Secondary actors : web server

Channels to secondary actors : Internet-line

Open issues:
1. Network bandwidth may make video play slow or delayed. 

Requirement Specification Documents: 4.2.3
(4) Record camera output
Use-case: Record camera output 

Goal in context: To set recoding timer of specific camera to watch later 

Preconditions: System must be fully configured; 

Homeowner must have been logged in by PC; System must have free space to record video.
Trigger: Homeowner wants to log some camera video to watch later.
Scenario: 

1. Homeowner selects "Rec setting" button. 

2. PC Interface opens new window, containing "Quality of record" and "Record length" options. 

3. Homeowner configures two options and presses "ok" to close the window. 

4. SafeHome System changes its recording setting. 

5. Homeowner presses record button of pop-up window. 

6. SafeHome System starts to record the camera. 

7. The pop-up window changes record button to stop button. 

8. Homeowner selects stop button of pop-up window. 

9. System stops recording the camera. 

10. The pop-up window changes stop button to record button. 

Excpetions: 

1. If system has no sufficient space to record: alert error message to homeowner 

Priority: Moderate priority, to be implemented after basic functions. 

When available: Third increment.
Frequency of use: Frequent. 

Channel to actor: PC Interface 

Secondary actors : web server

Channels to secondary actors : Internet-line

Open issues: 

1. Changing quality option of already recording video may not be possible by technical difficulties. 

Requirement Specification Documents: 4.2.5
(5) Replay camera output
Use-case: Replay camera output 

Primary actor: Homeowner. 

Goal in context: To watch camera output which was recorded by SafeHome system via PC interface. 

Preconditions: System must be fully configured; The homeowner must have been logged in by homeowner's computer
Trigger: Homeowner wants to watch previously recorded video.

Scenario: 

1. The homeowner selects "Replay View". 

2. The system displays video browser on the right side of surveillance page. 

3. The homeowner selects one of video list. 

4. The system displays new window with video player and plays the video. 

5. The video player shows the video, and stops when finished. 

Exceptions: 

1. If there is no recorded video: system should view empty video list or alert error message to the homeowner. 

Priority: Moderate priority, to be implemented after basic functions. 

When available: Third increment. 

Frequency of use: Frequent. 

Channel to actor: PC Interface 

Secondary actors : web server

Channels to secondary actors : Internet-line

Open issues: 

1. Network bandwidth may make video play slow or delayed. 

Requirement Specification Documents: 4.2.6
3. Security Use-cases
(1) Initiate Monitoring
Use-case: Initiate Monitoring
Primary Actor: Homeowner
Goal in context: To set the system to monitor sensors when the homeowner leaves the house or remains inside.
Preconditions: System has been programmed for a password and to recognize various sensors.
Trigger: The homeowner decides to “set” the system, i.e., to turn on the alarm functions.
Scenario:
1. Homeowner: observes control panel
2. Homeowner: enters password.
3. Homeowner: selects “stay”, “away”, “instant”

4. Homeowner: observes red alarm light to indicate that SafeHome has been armed.
Exceptions:
1. Control panel is not ready; homeowner checks all sensors to determine which are open; closes them.
2. Password not recognized: monitoring and response subsystem must be contacted to reprogram password.
3. Stay is selected: control panel beeps twice and a stay light is lit; perimeter sensors are activated.
4. Away is selected: control panel beeps three times and an away light is lit; all sensors are activated.
5. Instant is selected: control panel beeps four times and an instant light is lit; perimeter sensors are activated
Priority: Very high, must be implemented
When available: First increment
Frequency of use: Many times per day
Channel to actor: Via control panel interface
Secondary actors: Support technician, sensors.
Channels to secondary actors:
Support technician: phone line
Sensors: hardwired and wireless interfaces
Open issues:
1. Should there be a way to activate the system without the use of a password or with an abbreviated password?
2. Should the control panel display additional text messages?

3. How much time does the homeowner have to enter the password from the time the first key is pressed?
4. Is there a way to deactivate the system before it actually activates?

Reference: 4.3.1, 4.3.2, 4.3.3 
(2) Stop monitoring
Use case: Stop monitoring
Primary Actor: Homeowner
Goal in context: To stop the system to monitor sensors when the homeowner returns home or go outside.
Preconditions: System has been initiated to monitor sensors
Trigger: The homeowner decides to “unset”, i.e., to turn off the alarm functions.
Scenario:
1 Homeowner: enters password.
2 Homeowner: selects “off”
3 Homeowner: observes red alarm light turned off to indicate that Safehome has been disarmed.
Exceptions:
1. Password is incorrect or not recognized – see use-case: “validate passwords.”
2. An alarm condition is encountered – see use-case: “alarm condition encountered.”

Priority: Very High, must be implemented
When available: First increment
Frequency of use: Many times per day
Channel to actor: Via control panel interface
Secondary actors: Support technician, sensors
Channel to secondary actors:
Support technician: phone line
Sensors: hardwired and wireless interface

Open issues:
1. Should there be a way to deactivate the system without the use of a password or with an abbreviated password?
2. Should the control panel display additional text messages?
3. How much time does the homeowner have to enter the password from the time the first key is pressed?
Reference: 4.3.4
(3) Bypassing Sensors
Use case: Bypassing Sensors
Primary Actor: Homeowner
Goal in context: To temporarily removes a protected point from the system, like a bedroom window on a hot night
Preconditions: System has been programmed for a password and is disarmed 
Trigger: The homeowner decides to “bypass the sensors”
Scenario:
1. The homeowner enters password
2. The homeowner selects “bypass(keypad: 6)”.
3. The homeowner enters the two-digit sensor number.
4. The system displays ‘bypass’ and the sensor number.
5. The system removes the bypassed sensor from the monitoring set for the next monitoring.
Exceptions:
1. Password is incorrect or not recognized – see use-case: “validate passwords.”

Priority: Very High, must be implemented
When available First increment
Frequency of use: Infrequent
Channel to actor: Via control panel interface
Secondary actors: Support technician, sensors
Channel to secondary actors:
Support technician: phone line
Sensors: hardwired and wireless interface
Open issues:
1. Should there be a way to bypass the sensor without the use of a password or with an abbreviated password?
2. Should the control panel display additional text messages?
3. How much time does the homeowner have to enter the password from the time the first key is pressed?
Reference: 4.3.5
(4) Unbypassing sensors
Use case: Unbypassing sensors
Primary Actor: Homeowner
Goal in context: To restore the bypassed protected point from the system.
Preconditions: System has been programmed for a password and is disarmed; There is bypassed sensor.
Trigger: The homeowner decides to “unbypass the sensors”
Scenario:
1. The homeowner enters password
2. The homeowner selects “bypass(keypad: 6)”.
3. The homeowner enters the two-digit sensor number to unbypass.
4. The system displays the sensor number.
5. The system restores the bypassed sensor into the monitoring set.
Exceptions:
1. Password is incorrect or not recognized – see use-case: “validate passwords.”

Priority:
 Very High, must be implemented
When available: First increment
Frequency of use: Infrequent
Channel to actor: Via control panel interface
Secondary actors: Support technician, sensors
Channel to secondary actors:
Support technician: phone line
Sensors: hardwired and wireless interface
Open issues:
1. Should there be a way to bypass the sensor without the use of a password or with an abbreviated password?
2. Should the control panel display additional text messages?
3. How much time does the homeowner have to enter the password from the time the first key is pressed?
Reference: 4.3.6
(5) Chime Mode
Use case: Chime Mode
Primary Actor: Homeowner
Goal in context: To monitor the status of protected doors or windows and notify the homeowner when they are opened. 
Preconditions: System has been fully configured. System is disarmed.
Trigger: The homeowner decides to monitor the protected doors or windows.

Scenario:
1. The homeowner enters password.
2. The homeowner selects “chime(keypad: 9)”.
3. The system starts to monitor the doors and windows for opening.
4. The system notify the homeowner with a beep when monitored windows or doors are opened

Exceptions:
1. Password is incorrect or not recognized - see use-case: “validate passwords.”

Priority: Medium,  to be implemented after basic functions.
When available: Second increment
Frequency of use: infrequent
Channel to actor: Via control panel interface
Secondary actors: Support technician, sensors
Channel to secondary actors:
Support technician: phone line
Sensors: hardwired and wireless interface
Open issues:
1. Should there be a way to bypass the sensor without the use of a password or with an abbreviated password?
2. Should the control panel display additional
3. How much time does the homeowner have to enter the password from the time the first key is pressed?
Reference: 4.3.7
(6) Panic button in case of emergency
Use case: Panic button in case of emergency
Primary Actor: Homeowner
Goal in context: To notify the security company in case of emergency situation 
Preconditions: System has been fully configured.
Trigger: The homeowner decides to notify the security company with “panic buttons”
Scenario:
1. The homeowner presses and holds down both * and # for three seconds.
2. Emergency signal is sent to the security company.
Exceptions:
1. Password is incorrect or not recognized - see use-case: “validate passwords.”

Priority: Essential
When available: First increment
Frequency of use: Infrequent
Channel to actor: Via control panel interface
Secondary actors: Security Company
Channel to secondary actors:
Security Company: phone line
Open issues:
1. Should the system make an audible sound to warn the subjects? 
2. How long should homeowner hold down both buttons?
Reference: 4.3.8
(7) Alarm condition encountered
Use case: Alarm condition encountered
Primary Actor: Sensor
Goal in context: To notify the user and security company when alarm condition is encountered.
Preconditions: System has been fully configured. System has sensors under monitoring.
Trigger: A Sensor under monitoring detects some change in its coverage.
Scenario:
1. A Sensor under monitoring detects some change in its coverage
2. Signal is sent to the system.
3. System displays sensor ID and ‘alarm’ on the display.
4. System makes a loud sound alarm.
5. System sends alarm signal to the security company.
Exceptions:
1. Phone line is busy. – see use case: “Phone line busy in case of emergency”

Priority: Essential
When available: First increment
Frequency of use: Infrequent
Channel to actor: Via wired line and wireless
Secondary actors: Security Company
Channel to secondary actors:
Security Company: phone line

Open issues
1. How long the alarm sound should continue?; should it stop by itself?
Reference: 4.3.12
(8) Sensor Monitoring for Unauthorized Access
Use case: Sensor Monitoring for Unauthorized Access

Primary Actor: Sensor

Goal in context: To alert the homeowner and security company when authorized access is detected from sensors

Preconditions: System has been armed. 

Trigger: Sensor detects unusual event within its coverage. 

Scenario:

1. Sensor constantly sends its status to the Safehome server as either ‘normal’ or ‘detected’.

2. If server receives ‘normal’ go to 1

3. If server receives ‘detected’, assess the detection against current configuration.

4. If detection is considered as an unauthorized access, server goes into alarm.

5. Server display sensor ID and ‘alarm’ message.

6. Indoor sounder makes large sound alarm.

7. External Strobe starts flashing. 

8. Server notify security company about the unauthorized access.

9. Security company calls the homeowner by phone to notify and check the situation.

Exceptions:

1. If system is armed with ‘stay’ or ‘away’ mode, server waits for 15 seconds until sounding the alarm. 

Priority: Essential, must be implemented

When available: First increment

Frequency of use: Many times per day

Channel to actor: Via wired line or wireless communication

Secondary actors: Security company

Channels to secondary actors: Phone line

Open issues:

1. How long should the server wait until sounding the alarm when system is armed with ‘stay’ or ‘away’ mode?
Reference: 4.3.9
(9) Sensor Monitoring for fire, Smoke, and CO Level
Use case: Sensor Monitoring for Fire, Smoke, and CO Level

Primary Actor: Sensor

Goal in context: To alert the server when the sign of fire is detected by heat, smoke, and CO level inside premises.

Preconditions: System has been fully configured. 

Trigger: Fire monitoring sensor detects unusual event.

Scenario:

1. Various fire monitoring sensors send information to the server.

2. Heat sensor monitors the temperate of the room.

3. Carbon monoxide sensor monitors the current level of carbon monoxide. 

4. Photoelectric Smoke sensor monitors the current level of smoke

5. If level of sensor readings exceed the threshold, sensor alert the server.

6. Server displays ‘alarm’ and ‘fire’ on the display.

7. Server notify the security company about the fire alarm.

8. Indoor sounder makes large sound alarm. 

9. External strobe start flashing. 

10. Security company call the homeowner to notify and check the situation.

11. Security company call the fire department. 

Exceptions:

1. Phone line is busy: try calling every 20 seconds. 

Priority: High

When available: Second increment

Frequency of use: Infrequent

Channel to actor: Via wired line or wireless communication

Secondary actors: Security company

Channel to secondary actors: phone line

Open issues:

1. Should Safehome server call the fire department directly?
Reference: 4.3.10
(10) Sensor Monitoring for Water Levels in Basement
Use case: Sensor Monitoring for Water Levels in Basement

Primary Actor: Sensor

Goal in context: To alert the system when flooding may occur. 

Preconditions: System has been fully configured. Water level sensor is installed.

Trigger: Water level sensor is soaked with water. 
Scenario:

1. Water level sensor detects water. 

2. Water level sends signal to the server.

3. Server displays sensor number and ‘alarm’ on the display.

4. Server notifies the security company about the flooding alarm. 

5. Security company calls the homeowner to notify and check the situation. 

Exceptions:

1. Phone line is busy: try calling every 20 seconds.

Priority: Moderate

When available: Second increment

Frequency of use: Infrequent

Channel to actor: Wired line or wireless communication

Secondary actors: Security company

Channel to secondary actors: phone line

Open issues: None.
Reference: 4.3.11

(11) Access Security Function via PC Access
Use case: Access Security Function via PC Access

Primary Actor: Homeowner

Goal in context: Homeowner can access the security feature of Safehome system via PC at home or from remote. 

Precondtions: ID and passwords for PC access is set. System is fully configured. 

Trigger: The homeowner decides to access the system via PC.
Scenario:

1. Homeowner logs on the Safehome server from PC at home or remote PC

2. Homeowner selects ‘Security’ from main page.

3. Homeowner use security function provided through PC.

Exceptions:

1. ID and password for PC access is not configured: Configure ID and password for PC access

Priority: Essential, must be implemented

When available: First increment

Frequency of use: Many times per day

Channel to actor: Via PC at home or remote

Secondary actors: None

Open issues:

1. Should all security feature be accessible via PC from remote?
Reference: 4.3.13
2. Use-case diagram
1. Common Function Use-Cases
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2. Surveillance Function Use-Cases
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3. Security Function Use-Cases
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3. Swinlame Diagram

1. Common Function Diagrams

(1) Power On
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(2) Power Off
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(3) Configure/Change User Passwords
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(4) Configure ID/Passwords (with Software Interface)
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(5) Change Passwords (with Software Interface)
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(6) Log-in
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(7) Log-out
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(8) Configure floor plan
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2. Surveillance Function Diagrams

(1) Pick a camera
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(2) All cameras

[image: image13.emf]Homeowner SafeHome Interface

selects "All cameras" menu

Shows all camera thumbnails

selects a camera thunbmail

opens new "Video Feed Window" pop-up

to see specific camera status

to select other menu


(3) View Specific Camera and Control Pan/Zoom
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(4) Record Camera Output
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(5) View Camera Replay
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3. Security Function Diagrams

(1) Initiate Monitoring
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(2) Stop Monitoring
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(3) Bypass Sensor
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(4) Chime Mode
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(5) Panic Button
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(6) Alarm Condition Encountered
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(7) Sensor Monitoring for Unauthorized Access
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4. Sequence Diagram
1. Common Function Diagrams

(1) Power On (1)
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(2) Power On (2)
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(3) Power Off (1)
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(4) Power Off (2)
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(5) Configure/change User Passwords (1)
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(6) Configure/change User Passwords (2)
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(7) Configure ID/Passwords (with Software Interface) (1)

[image: image30.jpg]/System administrator /Software Interface /Safehome server Web server

Seq Valdato Haster Possmord G0 (1)

1 Show Registration Page()

2+ Input 0 and clck "Check'

4:Request ID Check) _ |

5 :Unigue 1D
&+ Show OK Popup

Input Two level passwords by

Recuest Password Compare(]

10 same)

1.+ save IDjpassmords/serisl)

12+ Success

-
3.+ Save IDjpasswords/seriall)

15+ Show Log-in Page





(8) Configure ID/Passwords (with Software Interfaces) (2)
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(9) Change Passwords (with Software Interface) (1)
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(10) Change Passwords (with Software Interface) (2)
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(11) Log-in (1)
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(12) Log-in (2)
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(13) Log-out (1)
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(14) Log-out (2)
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(15) Configure Floor Plan
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(16) Validate Master Password (CP) (1)
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(17) Validate Master Password (CP) (2)
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(18) Validate Master Password (SI) (1)
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(19) Validate Master Password (SI) (2)
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2. Surveillance Function Diagrams

(1) Pick a camera
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(2) All cameras

[image: image44.emf]ref seq
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1 : selects "All cameras" menu()

2 : read camera list()

3 : result

4 : read camera thumbnails()
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6 : show all camera with thumbnails()
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8 : open "Video Feed Window" pop-up()


(3) View Specific camera
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8 : result

9 : send camera video

10 : request pan/zoom change
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17 : reset pan/zoom()
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(4) Record camera output
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(5) View Camera Replay
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3. Security Function Diagrams

(1) Initiate Monitoring Stay

[image: image48.emf]Initiate Monitoring stay sd

Verify Password seq

/Homeowner

/Interface

/Sensor

1 : armStay()

2 : armPerimeterSensors()

3 : Done()

4 : "stay", beep, shows red armed light()


(2) Initiate Monitoring Away
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(3) Initiate Monitoring Instance
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(4) Stop Monitoring
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(5) Verify Password
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(6) Bypass Sensor
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1 : Bypass()

2 : Sensor Number()

3 : Disarm Sensor()

4 : Done()

5 : display sensor number()


(7) Unbypass Sensor
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1 : bypass()

2 : sensor number()

3 : disarm sensor()

4 : Done()
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(8) Panic Button

[image: image55.emf]Panic Button sd
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(9) Sensor Monitoring for Unauthorized Access
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5. “Who did what” list & Team Meeting records
1. Park Ji-Young: Common Functions 

(Use case Diagram, Use case Description, Swimlane Diagram, Sequence Diagram)

1. Power On

2. Power Off

3. Configure/Change User Passwords

4. Configure ID/Passwords (with Software Interface)

5. Change Passwords (with Software Interface)

6. Log-in

7. Log-out

8. Configure Floor Plan

2. Lee Jae-Song: Suveillance Functions

(Use case Diagram, Use case Description, Swimlane Diagram, Sequence Diagram)

1. Display camera views

2. View thumnail snapshots for all cameras 

3. View current video and control pan/zoom for specific camera 

4. Record camera output 

5. Replay camera output 

3. Choi Jae-Young: Security Functions

(Use case Diagram, Use case Description, Swimlane Diagram, Sequence Diagram)

1. Initiate Monitoring

2. Stop Monitoring

3. Bypass/Unbypass Sensors

4. Chime Mode

5. Panic Button in case of Emergency

6. Alarm Condition Encountered

7. Access Security Functino via PC Access

8. Monitoring Sensors for Unauthorized Access

9. Monitoring Sensors for Fire, Smoke, or Carbon Monoxide

10. Monitoring Sensors for Waterlevel
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