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- Safety of SW becomes unreliable due to the high
complexity of SW

trigger_error
trigger_error
trigger_error

89 people died caused by 346 people died due

Toyota SUA (sudden to Boeing 737 MAX
unintended acceleration) crash

« Modern SW is too large and complex for human
engineers to manually test

« Decreased product quality due to the low effectiveness
and efficiency of SW bug detection
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QN . BEBIY | Scientific automated
B | SWestingis the
solution to the problem




Social and Economic Loss due to High Complexit
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Although most areas of modern society depend on SW,
reliability of SW is not improved much due to its high complexity
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Blackout of August 14, 2003

(2003) US & Canada blackout

- 7 states in US and 1 state in Canada
suffered 3 days electricity blackout

- Caused by the failures of MISO K&
monitoring SW

- 50 million people suffered and
economic loss of 6 billion USD
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(2010s) Toyota sudden

unintended acceleration

- 89 people died since 2002
- SW bugs detected in 2012
- Fined 1.2 billion USD in 2014
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(2018-2019) Boeing 737 MAX

accidents

- 346 people died in 2 accidents
- SW bugs detected in 2019
- Boeing 737 MAX is banned

all over the world BOEING




Acudents of Autonomous Vehicle
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Bugs of Autopilot SW
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The weakness of Data
Driven Al/Machine Learning
SW (adversarlal example)
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SOFTWARE CAUSES OF MEMORY CORRUPTION

: Static analysis falls short of detecting
Type of Causes Memory Defect in 1 ex b |
Software Defect Corruption? 2005 Camry L4? such complex bugs accurately

- High false negatives

Buffer Overflow Yes Yes _ High false positives
Invalid Pointer v v
Dereference/Arithmetic €3 €S
Race Condition Ves Yes
(a.k.a., “Task Interference”) = Systematic and dynamic analysis
(i.e. automated sw testing) is
Nested Scheduler Unlock Yes Yes MUST for high quality SW
Unsafe Casting Yes Yes
Stack Overflow Yes Yes
)
Barr Chapter Regarding D ¥s BARR
21 Toyota’s Software Bugs group



Size and Complexity of Modern SW

Software Size (million Lines of Code)

Modern High-end Car
Facebook

Windows Vista
Large Hadron Collider
Boeing T87

Android

Google Chrome
Linux Kernel 2.6.0
Mars Curiosity Rover
Hubble Space Telescope
F-22 Raptor

Space Shuttle

0 10 20 30 40 50 60 70 a0 90 100

A.Busnelli Counting, https.//www.linkedin.com/pulse/20140626152045-3625632-
car-software-100m-lines-of-code-and-counting
http.//www.informationisbeautitul.net/visualizations/million-lines-of-code/ 9



https://www.linkedin.com/pulse/20140626152045-3625632-car-software-100m-lines-of-code-and-counting
http://www.informationisbeautiful.net/visualizations/million-lines-of-code/

SE Research Topic Irends amond_11 Major Topics (1992-2016

Program Analysis B Applications B Miscellaneous B Source Code Modeling
B Requirements Performance Testing Architecture W Developer
B Metncs 100 -
SR T Ull
Less papers 80 -
per topic
70
60 " Modeling
®
.g_ 50
13
40 Testing
20 4
More papers 20 - Program
per topic Analysis
10 -
I N
0 ) |

92 93 94 95 96 97 98 99 00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16

G.Mathew et al,, Trends in Topics in Software Eng/heer/'ng, IEEE TSE 2018 submission
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ICSE 2018 Topics ( SE conf. w/ accept. rate: 20%

Topics: Submitted and Accepted
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ICSE 2019 Topics
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ICSE 2021 Topics

] . . 19% L]
= Testing and Analysis 2058

17%

R o . R 2

Social Aspects of Software Engineering T = —— ,%8%

Requirements,pModeling and Design _7% 9%

13%

Dependa ity N 1.

21%

Empirical Software Engineering | 1%

Papers can be in Al and Software Engineering B 15%

multiple areas
0% 5% 10% 15% 20%

Percentages of papers ) ) )
with at least one topic Acceptedin Area W Submitted in Area

in given area.
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How to Improve the Quality of SW

1. Systematic testing (can be still manual)
* Coverage criteria

e Mutation analysis

2. Testing through automated analysis tools
* Scientific treatment of SW with computing power
 Generate test inputs to detect bugs
* Localize detected faults

* Repairing the fault with patches

3. Formal verification

* Guarantee the absence of bugs
15



* Software has become more ubiquitous and more complex at the same time

Human resources are becoming less reliable Computing resources are becoming ubiquitous and cheap

and more expensive for highly complex software  Amazon AWS price: you can use thousands of CPUs @ 0.03S/hr

for 2.5Ghz Quad-core CPU

» To-do: Developlautomated and scientific software testing toolsito

utilize computing resource effectively and efficiently

16



Various SW Testinc ' Different Cost and Effectiveness

SW Model
Reliability /

quiv:
Partition.

Req. based . 20 E//¢ El Z0f ALK
Testing http.//dic.sten.or.kr/
Rand.
Testing

»

SW Testing Cost




SAMSUN

iIn South Korea

CLIMATE ‘

KIA MOTORS

STEERING WHEEL |

cruise control, wiper, tuming light,

ROOF |
rain sensor, light senzor,
light control, sun roof

optional: climate control, radic,
telephone, ...

_— - \

small mators, control
panel

seat position motors.
occupancy sensor,
| control panel

sensors, small moters

DOOR |
mirror, central ECU,
mirror switch, window
lift, seat control switch,
doar lack

HYUNDAI

18



Embedded Software in 2 Different Domains
Convention Concolic Model
al Testing testing checking

| Consumer Safety
Electronics Critical
‘ Systems

Examples  Smartphones, Nuclear
flash memory reactors,
platforms  avionics, cars =&
Market High Low
competition
Life cycle Short Long
Development Short Long
time

Model-based None Yes

development

Important Time-to- Safety
value market 19



Automated Testing Machine (?) vs. Washing Machine

" 6 Interesting Facts About
Washing Machines -
Played a Role in Women's Rights

Scholars and many others have long
acknowledged the significant role washing
machines played in the fight for women's
rights. The invention of automatic washing
machines reduced the amount of time
women spent doing household chores, which
allowed them more time to enter the
workforce.

https://www.danby.com/blog/6-interesting-facts-washing-machines/
20



of SW Product and Service

Problem: Huge Economic & Social Cost due to Software Bugs

tabor-;%e;\sive M?:nual Te;$ng Solution: Al-based Highly Effective and
arge esting Cost and Time . .

Low Bug Detectionnis. Low Cost Automated SW Testing Technique
Low Product Quality movie link https://bit.ly/3NS6RrQ

Existing Problems Developed Solutions

—_——

o tn g . -
-‘v‘.-‘-‘. 1 ~ "‘.‘ |
’20 Project w/ Natl.
Security Research Inst.

‘10-14 Project w/
Samsung Electronics

Detected dozens of Detected several SW Acheived 90% branch Detected SW bugs in
crash bugs in the bugsin the 10 cov. and reduced 80% the software in the
comm. firmware programs in the of labor cost by using security equipments

battleships auto. testing tech. 21


https://bit.ly/3NS6RrQ

Concolic Unit Testinc

* Goal: To detect bugs

In Samsung
smartphones

Project period:
‘10~'14

Project funding:
400,000 USD

Results:

Developed Concolic
unit-testing tool
CONBOL

Detected hundreds

crashes in 4 MLOC
smartphone SW

Industrial

20110
L

progress

Samsung DMC for 5 years

201] \

Concolic Testing on Embedded Software
- Case Studies on Mobile Platform Pi

\\FSE 2011

Automated Unit Testing of Large Industrial

Embedded Software using Concolic Testing

ASE 2013




Successful Industrial Case: Al-based Automated SW Testing System
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Hyundai Mobis and a research team lead
by Prof. Moonzoo Kim at KAIST jointly
developed MAIST for automated testing

MAIST automates unit coverage testing
performed by human engineers by
applying concolic unit testing

MAIST can reduce 53% and 70% of manual
testing effort for IBU(Integrated Body Unit) and
SVM(Surround View Monitoring)

HOERH| AL S| 2 A2 007 B EE HS,
TS 2E MULECE D0|AEE 2T HET A
g0|C 22 2ZEYof WI|X[Q ASHTLYE
25}
W SCi2H[A QEBX|s =Y Al
AL A A 55 = =3t
IBU SVM

| 53% 70%
MAIST = 25 nss . & O .
Y Y ¥

Reduction of manual
testing effort

opoj = 2EEHY
(Mebis Al Robat) HUEM T

http://m.yna.co.kr/kr/contents/?cid=AK
R20180720158800003&mobile

23


http://m.yna.co.kr/kr/contents/?cid=AKR20180720158800003&mobile

MAIST Paper Presentation

ICSE 2019 SEIP Track

2019 IEEE/ACM 41st International Conference on Software Engineering: Software Engineering in Practice (ICSE-
SEIP)

Concolic Testing for High Test Coverage and
Reduced Human Effort in Automotive Industry

Yunho Kim Dongju Lee
School of Computing Software Verification Team
KAIST Hyundai Mobis

Yongin, South Korea
dongju.lee @mobis.co.kr

Daejeon, South Korea
yunho.kim03 @ gmail.com

Abstract—The importance of automotive software has been
rapidly increasing because software now controls many compo-
nents in motor vehicles such as window controller, smart-key
system, and tire pressure monitoring system. Consequently, the
automotive industry spends a large amount of human effort
testing automotive software and is interested in automated soft-
ware testing techniques that can ensure high-quality autometive
software with reduced human effort.

In this paper, we report our industrial experience applving
concolic testing to automotive software developed by Hyundai
Mobis. We have developed an automated testing framework
MAIST that automatically generates the test driver, stubs, and
test inputs to a target task by applying concolic testing. As a
result, MAIST has achieved 90.5% branch coverage and 77.8 %
MC/DC coverage on the integrated body unit (IBU) software.
Furthermore, it reduced the cost of IBU coverage testing by
reducing the manual testing effort for coverage testing by 53.3%.

Keywords-Automated test generation, concolic testing, automo-
tive software, coverage testing

[. INTRODUCTION

The automotive industry has developed automotive software
to control various components in the motor vehicle, for ex-
ample, the body control module (BCM), smart-key system
(SMK), and tire pressure monitoring system (TPMS) [1]. [2].
As automotive software becomes larger and more complex
with the addition of newly introduced automated features (e.g.,
advanced driver assistance systems) and more sophisticated
functionality (e.g., driving mode systems) [3], [4], the cost
of testing automotive software is rapidly increasing. Also,
it is difficult for human engineers to develop test inputs
that can ensure high-quality automotive software within tight

Junki Baek
Saoftware Verification Team
Hyundai Mobis
Yongin, South Korea
jk.back @mobis.co.kr

Moonzoo Kim
Schoaol of Computing
KAIST
Daejeon. South Korea
moonzoo @cs kaist.ac kr

scale embedded software [10]) and has effectively improved
the quality of industrial software by increasing test coverage
and detecting corner-case bugs with modest human effort.

While we were working to apply concolic testing to automo-
tive software developed by Mobis, we observed the following
technical challenges to resolve to successfully apply automated
test generation techniques:

1) We need to generate test drivers and stubs carefully to
achieve high unit test coverage while avoiding gener-
ating test cases corresponding to the executions that
are not feasible at the system-level. Otherwise (e.g..
generating naive test drivers and stubs that provide
unconstrained symbolic inputs to every function in a
target program), we will waste human effort to manually
filter out infeasible tests that lead to misleading high
coverage and false alarms.

Current concolic testing tools do not support symbolic
bit-fields in C which are frequently used for automotive
software.! For example, automotive software uses bit-
fields in message packets in the controller area network
(CAN) bus to save memory and bus bandwidth. How-
ever, most concolic testing tools do not support symbolic
bit-fields since a bit-field does not have a memory
address (Sect. [II-D) and most programs running on PCs
rarely use bit-fields.

Although automotive software uses function pointers
to simplify code to dynamically select a function to
execute, concolic testing techniques and tools do not
support symbolic function pointers due to the limitation
of SMT (Satisfiability Modulo Theories) solvers.

2

—

%)
—

KAIST

Concolic Testing for High Test Coverage and

Reduced Human Effort in Automative Industry Page 16

RQ1:MAIST Achieved 90.5% Branch and 77.8% MC/DC Cov.

100% branch cov. of 72.2% of funcs

100% MC/DC cov. of 57.1% of funcs

72.2%

%funcs in branch cov. range

%funcs in MC/DC cov. range

3.1% 5.7% 4.3%

9.3%

9.0%

57.1%

13.1%
9.7%

16.4%

= [20%,40%) = [40%,60%) = [60%,80%) = [80%,100%)

* Running 20 hours on 12 CPU cores (3.0GHz)

ICSE 2079 SEIP Acceptance ratio. 20%




Final Remarks

* For undergraduate students:

* Highly recommend URP studies or independent studies
« O|O} detected several crash bugs in Hyundai Mobis SW during 2018 summer interns

* For graduate students:
* Welcome research discussions to apply SW analysis techniques
» Systematically testing/debugging C/C++ programs
* Pre-requisite:
* Familiar with C/C++ programing
e Basic understanding of linux utilities and shell scripts

* Expected HW time:
* >6 hours of analysis/programming per week

25
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