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Abstract

Many software systems today are concurrent programs as muliie@ pro-
cessors become popular. However, the correctness of an induksiae concur-
rent program (e.g. operating system) is dixcult to achieve by tk traditional
testing or model checking technique. In this research, we proge a light-weight
concurrency bug detection technique based on bug pattern ntaing targeting
for Linux kernel source code. In order to understand concurrey bugs (e.g.
deadlock, data race), we rst survey the previously reported bsgdetected
from Linux Ie systems, and then classify the bugs with respect to theve
attributes: symptom, fault, resolution, synchronization primtives, and syn-
chronization granularity. Second, we identify ten concuency bug patterns.
And then we develop the bug pattern detectors and applied to thLinux Ie
systems. Finally, and foremost, we improve the accuracy of the remurrency
bug detection technique by enhancing semantic informatiom ipattern match-
ing. We demonstrate the e®ectiveness of our technique throughtelkction of
concurrency bugs in the Linux Te systems.
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Chapter 1

Introduction

Many software systems today are concurrent programs. As multi-@proces-
sors become popular, most software systems are designed and implaed as
concurrent programs, and moreover some programs are converisto concur-

rent programs to improve its performance and responsiveness. Marecent

embedded systems use concurrent programs in their software as #mbedded
processors are improved and the functional requirements areieased.

1.1 Concurrent Program

By the de nition in [1], a concurrent program is a collection binteracting com-

putational processes that may be executed in parallel. Eacht@macting com-

putational processes communicates with other processes via mgsspassing
or shared memory. The concurrent program refers to a wide aredprograms

including multithreaded programs and distributed systems. Inhis research,
we concentrate on multithreaded programs. Multithreaded mrgrams refer to a
type of concurrent programs with the following characterists: (1) each inter-

acting computational process is implemented as a thread, (2) program has

a shared memory space which can be accessed by all threads, (3) Omglsi
process, threads are executed by interleaving with fair schdohg, and (4) Syn-

chronization mechanisms such as conditional variables, locks)d semaphores
are used. Many concurrent software systems are multithreadedggrams writ-

ten in C and Java.



In multithreaded programs, threads communicate through shad resources
in shared memory space. A shared resource might be a data structwe
an interface in shared memory space. Therefore, proper synahimations on
shared resources are necessary for correct program behaviors.tlts purpose,
critical sections are widely used. A critical section is a sequamof instructions
(or a code block) for which atomicity is guaranteed. Atomity of instructions
refers to a property that the results of concurrent executioof the instructions
are always the same as the result of an execution without any eleaving with
respect to a starting state. This property enables programmets program a
complex code safely with sequential execution semantics.

One naive approach to implement critical sections is interpt-disabling.
However, this approach results bad performance, and also inappriate for
multi-core environments. In most multithreaded programs, Ides are used for
implementing critical sections. In this approach, all critial sections which ma-
nipulate one shared resource are guarded by one lock. This elesbatomicity
of the critical sections since no two code block guarded by orack can be ex-
ecuted concurrently and there is no other code which maniptes the shared
resource. This approach has better performance than the rst @apoach since
two critical sections which manipulate independent shared seurce can be
executed concurrently.

1.2 Concurrent Programming Problems

As concurrent programming becomes widespread, the correctseassurance
of concurrent program becomes much important issue. Howevet,is much
dixcult to implement, verify, and debug concurrent programsthan sequential
programs. There are the following three reasons for the ditcuds.

First, concurrent programming requires the understanding afhole program
codes. In sequential programming, behaviors of a part of codepnd on input



data and other codes nearby. Unit testing is e®ective to sequaltprogram
analysis. However, in concurrent programs, behaviors of a parf oode de-
pend on not only input data but also all other code which can bexecuted
concurrently with the target code. Therefore, compositiodaanalysis (or un-
derstanding) of concurrent program codes is hard to achieve.

Second, the number of distinguishable interleaved execut®from a concur-
rent program increases exponentially with respect to the nunals of processes
in a program and the average process size. For this reason, it isfeasible
to apply traditional testing and model checking techniquesa industrial size
concurrent programs such as operating systems and database ngaraent
systems.

Third, the complexity of concurrent program code is genergl high since
programmers apply many optimization techniques to improve@rogram per-
formance. Moreover, the most widely used programming languadC does
not support concurrency in the programming language level. lerefore, the
code structure for controlling concurrency in C programs vas depending on
programmers' style. For the above reasons, it is complicated tanalyze the
concurrent program codes in general.

1.3 Error, Bug, Failure, Fault

In this paper, we use the vocabularies for indicating softwardefects based
on IEEE Standard 729 Glossary for Software Engineering Techingy [2]. For
a terminology 'error’, the standard 729 describes four di®eremeanings: (1)
Error is the di®erence between a computed value, an observedd a theoret-
ically correct value. (2) Error is an incorrect step, processyaata de nition.
(3) Error is an incorrect result. (4) Error is a human action that produces an
incorrect result.

We re ne second and third meanings for further discussion. We wilise



'bug’ for second meaning, and 'error' for third meaning. We nesr use ‘error’
with “rst meaning, and also fourth meaning since programs are raged to be
aware of all possible human actions.

The IEEE standard introduces ‘failure’ and ‘fault’. Failure is the inability
of a program to perform its required functionality. And a faul is a defect in
either hardware or software which causes a failure. Two ternotogies 'bug’
and 'faults’ are conceptually similar, but 'bug’ accents softare, whereas 'fault’
accents system including both software and hardware. Corresmbngly, ‘error’
and 'fault' are similar but di®erent. For this reason, we mainlyuse 'bug' and
‘error' in this paper since the research targets software defsc

1.4 Concurrency Errors

Concurrency errors refer to unexpected program behavioraused by incorrect
synchronizations in concurrent programs. A distinction of carurrency errors
from non-concurrency errors is that the condition where a ogurrency error
occurs in a program not only depends on input data but also depés on
thread scheduling. For the same given data, an execution ressitoncurrency
errors but other execution with a di®erent thread schedule mayot result any
concurrency errors.

There are mainly two types of concurrency errors: one is racerndition,
and the other is deadlock. A race condition refers to a situatn that there
exists an execution of a critical section results an unexpectedate. Race
conditions are mainly caused by incorrect implementationd aritical sections,
which do not guarantee the atomic executions. Race conditidougs can be
classi ed into two types. One type is data race bug which indicasea case that
a shared resource is not synchronized properly. The other typg atomicity
violation. An atomicity violation bug is caused when a critich section which
manipulates two or more shared resources is not always execlsomically.



In Section 6, we survey the currently developed race deteatidechniques.

A deadlock refers to a situation that an execution of a critidasection
is inde nitely stopped depending on thread scheduling. Deadik is caused
when a set of threads try to hold at least two locks simultaneouslyn general
multithreaded programs, one thread can hold one lock by onesinuction. So,
in order to acquire several locks, a thread rst holds one lock arilen acquires
the other lock in a sequence. Deadlocks can happen when twodhads try
to acquire a set of locks concurrently without proper synchromation. Most
simple example is as follow. There are two threads Threadl aftiread2. Two
threads try to acquire lock A and B. Threadl rst acquire lock A ad then lock
B. Thread2 rst acquire lock B and then lock B. Deadlock happenis following
execution scenario: (1) Thread 1 holds lock A, (2) Thread 2 haddock B, (3)
Thread 1 acquire lock B, (4) Thread 2 acquire lock A. Deadlockas been
studied since concurrent programming was introduced. Co®mamtroduced a
reasonable necessary deadlock condition called Co®man condiin 1971 [3].
An execution is deadlock if it satis es the following four condions:

2 Mutual exclusion condition: A resource that cannot be used by me
than one process at a time

2 Hold and wait condition: Processes already holding resources yniae-

quest new resources

2 No preemption condition: No resource can be forcibly removedofn a
process holding it, resources can be released only by the expkction

of the process.

2 Circular wait condition: Two or more processes from a circulachain
where each process wait for a resource that the next process ie tthain
holds.



Many researchers have developed the techniques to detect dleak errors
or potential deadlock. In Section 6, we survey these technicque

Livelock refers to either starvation or in nite execution in gneral. Star-
vation is a situation where a task on a resource is not scheduled gt its
progress is standstill. In nite execution is a situation where ahread' s exe-
cution is not progressed even though it is scheduled. In most casashite
executions stuck in loops [3].

1.5 Approach

In this research, we propose a light-weight concurrency bugtdetion technique
based on bug pattern matching. This technique aims to result$dand e®ective
bug detections from industrial size multithreaded C programaxdes.

1.6 Contributions
The contributions of this research are the followings:

2 Classify concurrent bugs
We report analysis result of previous concurrency bugs in Lirukernel.
And we suggest the concurrency bug classi cation which can be used
to assist systematic understanding of concurrency bugs and de nedu
patterns.

2 Detect concurrency bugs using the studied bug patterns
We suggest an approach to de ne concurrency bug patterns and uset
de ned bug patterns for bug detections. This approach can be wubéor
other bug patterns. Moreover, it can be used for other technigs using
bug patterns. We detected suspected bugs in Linux kernel usingeh
de ned bug patterns. We report the detected bugs to Linux mairginers.



2 Enhance accuracy of bug pattern matching
We developed the improved bug pattern matching technique byonsid-
ering semantic information from codes. This technique e®eatly elimi-
nates the false alarms from the syntactic bug pattern matchingesults.
This technique can be utilized for other static analysis for eeurrency
bug detections.

1.7 Structure of this paper

We rst explain the basic concepts of concurrency and concurrepnbugs in Sec-
tion 2. In Section 3, we introduce the concurrency bug classi tian developed
by previous Linux bug surveys for better understanding of reatoncurrency
bugs. We introduce ve concurrency bug patterns and report twbug pattern
detector implementations and the results of applying the tde to Linux Te
system code in Section 4. In Section 5, we suggest an improved badtgrn
matching using semantic information for more accurate resultdn Section 6,
we explain the related works on various concurrency bug deten techniques.
We conclude our research results and suggest future work in Seati7.



Chapter 2

Related Work

Many researches have been developed to detect concurrencygsincluding
race condition and deadlock. Each bug detection technique$ a bug de ni-
tion and a program analysis algorithm. A bug detection techaue apply the
algorithm to analyzes the behavior of target program to ch&avhether the bug
de nition can be satis ed by a target program. In this section, we lassify the
concurrency bug detection techniques with respect to these dvaspects: One
is program analysis technique and the other is bug detectiord¢hnique. And
then we survey the previoulsy developed techniques in eachrétute.

2.1 Program Analysis Techniques

2.1.1 Code pattern based techniques

FindBugs [4] detects bug canddiates by pattern matching Javbinary with
respect to the speci ed various Java bug patterns. FindBugs fraework use
BCEL Java binary parser for binary code pattern matching by @ss structure
analysis, linear code analysis, control °ow analysis, and data °ow alsys. In
[5], the authors introduce FindBugs approach for nding conarency bugs in
Java programs.

Dawson Engler and his research group analyze the previously ogfed bugs
from Linux and OpenBSD codes in [6]. They rst study the nature obugs with
respect to the distribution of bugs over operating system modigeand the time



duration between a bug introduction and the bug path. In folbwing research
[7], they suggest a bug detection approach using code patternteiang. In this
work, they introduce a state-machine based bug speci cation lgnageMetal.
A Metal description speci es a set of execution path. Many bugs includjn
both sequential bugs and concurrency bugs are detected by ghiechniques
from Linux and OpenBSD.

ConTest infrastructure has a feature which utilize bug pattens to trigger
concurrency errors during test runs. Farchi and his researcham in IBM Haifa
introduce this technique in [8]. This technique rst nds a canddate concur-
rency bugs through code patterns. And then, it inserts noise injdons at the
candidate bug site in order to detect concurrency bugs with §h probability in
testing. Upon ConTest, this technique contributes to active tgting of concur-
rent Java program. Farchi and his research team also adopt bugfperns for
assisting code review process [9]. The authors extend the regudapression
in Perl language for bug speci cations and bug detections. As agprocessing
to code review by experts, this technique automatically atteh the comments
on a code which is corresponding to a given bug speci cation.

Opera Laboratory at UCSD(Previously at UIUC) published empiricastudy
on concurrency bugs with meaningful discussion on bug patterfie)]. This re-
search analyze previously detected concurrency bugs from g opern source
programs: MySQL, Apache, Mozilla, and OpenOz+ce. The authors adcate
an idea to develop bug detection techniques motivated fromommon charac-
tersitics of concurrency bugs.

2.1.2 Rule based techniques

The techniques belong to this category enforce a set of prograing rule
which guarantee that generated programs do not result any inorect behavior.
There exist both top-down approach and buttom-up approach tenforcing
programming rules. Top-down approach assumes that programngimules are



given before analysis. Buttom-up approach rather extract thgrogramming
rules used in a target program and then check whether the pragnming rule
is consistently used around whole program.

Top-down approach

Most techniques of this approach extend the type systems of exigj program-
ming languages. The extended type systems check a program cotigefollows
a given programming rules to ensure that the desired propersieholds for the
program. The type systems are noramlly implemented as a part obmpilers.

Flangan and Stephen N. Freund [11] introduce an extended Jatygpe sys-
tem to avoid concurrency errors including deadlock and dateace. This type
system requires every shared member has a speci cation of its symctization
object. Users should specify the speci cation and then the type systeauto-
matically check whether there is a possibility of deadlock andata race error.
The authors implement this type system as rccjava which inputannotations
and automatically check the absence of deadlock and data raitem an anno-
tated Java program. Flangan and Shaz Qadeer extend the coptéo dynamic
analysis in [12]. They suggest an algorithm based on Lipton's nection theory
to ensures the absence of atomicity violation from an observegegution.

In [13], the authors introduce a similar type system approach tBlanagan's
work for Safe Concurrent Java. This type system enforces paatiorder of
locking orders to avoid deadlock and also enforces lock didiips to avoid data
race. This type system adopts ownership types to consider encajadions.
And this system has a capability to extract type in order to redue human
labors.

Cyclone is a dialect of C for writing safe system programs. In [14he au-
thors extend Cyclone's type system to generate data race freaultithreaded
C programs. Cyclone is a C style programming language which supfs ad-
ditional language features for safe and e®ective programmisgch as region

10



based memory management and parametric polymorphism. The exided Cy-
clone input a lock name for every pointer type, a lock name favery lock type
and a locking constrain for every function as annotations tougrantee absence
of data race.

NesC [15], a dialect of C language for safe programming, avoidtalaace
error in compiler level by enforcing simple invariant. It cheks all variables
accessed in any asynchronous code should be accessed in atomi&sloc

These type system based program analysis techniques guarantee ter-
tian properties from target programs. However, there are two siitcomings
of this approach to be applied to general programs. First, thesg/stems re-
strict programmers to write codes in simple manner strictly. Smnd, these
methods require programmers to specify the additional inforation related
to synchronization used in a code. These two shorcomings are wasgble for
targeting system programs. In system programs, ne tuning of synchnza-
tion operations are common in order to improve performanceMoreover, the
size of program is normally too large for programers to give ¢hadditional
information manually.

Buttom-up approach

The techniques in this approach rst extract suspected programimg rules

with respect to programming rule templates. And then, the techiques check
whether the programing rules are consistently and completebpplied to the

target program or not. The most popular programming rule temjates are lock
discipline and partial order in nested lock acquiring order. Aock discipline is
a rule to enforce the existence of a lock which synchronizes gvaccess to a
shared variable. It gurantees the absence of data race of the sdthvariable.

Partial order in nested lock acquiring order (simply lock ordeng) is a rule that

enforce the existence of partial order relation in nested loccquiring order.

This rule gurantees the absence of deadlock.

11



Dawson Engler and Ken Ashcraft develop RacerX [16] which extrialock
discipline and lock ordering to detect data race bugs and deladk bugs respec-
tively. RacerX extract programming rules in use by traversingnter-procedural
control-°ow graph. The absence of consistent lock discpline andd absence of
partial order relation in a program are interpreted as dataace bug and dead-
lock bug respectively. RELAY also checks the existence of locksdipline to
detect data race bugs. The fundamental concept of RELAY is siiar to that
of RacerX. But RELAY adopts lock analysis, function summary, angymbolic
execution techniques for better accuracy in the analysis rdsu

These techniques are e®ectively detect programming rule atbns from
program source code. The major limitation of these techniqués the extensi-
bility. These techniques only can verify the correct use of givm programming
rules.

2.1.3 Stateful model checking

Model checking techniques exhaustively check the possible beitors of a model
to provide sound and complete veri cations. Software model cbéng tech-
niques aim to verify software by automatic model constructiasn from source
code and aslo by abstraction techniques which alleviate statg@osion. Com-
plete analysis is desirable for verifying concurrent prograsnsince concurrent
programs have non-determinism in nature. However, state-oftasoftware
model checking techniques are still not scalable enought torifg large-size
concurrent software. Most techniques still concentrate on segtial program
veri cation.

TCBMC [17] is a bounded model checker for multithreaded progms.
TCBMC translate a given multithreaded C program into the coresponding
SAT formula with a given bound as CBMC works. TCBMC additionaly in-
put a context-bound which is a upper bound of the number of coext switching
in an execution.

12



KISS transforms a given concurrent program into a sequentialrpgram
which simulates a partial behavior of the concurrent programKISS veri es
the transformed sequential program using SLAM model checker. Usetan
specify requirement properties as assertion statements. In [18e authors
report experimental results of applying KISS to Windows dege drivers with
several thousand lines of codes. In the experiments, test harnessuwnanually
constructed before the model checking.

Blast employs thread modular abstraction technique for vergfng multi-
threaded programs [19]. This technique model checks con@nt execution of
one thread and environment model at a time, and then re ne thenwironment
model by the result of the model checking until the environmeémodel reaches
to a xed point and every thread satisfy the requirement propest with the
environment model.

MOKERT framework adopts SPIN model checker with semi-autonte
model extractor MODEX. In this framework, an abstract model isextracted
from C codes using Modex tool and then the model is veri ed usind®8\ model
checker. This framework supports counter example replay mol@é through
which the validity of counter example and the abstract modelan be checked.

2.1.4 Dynamic analysis

Dynamic analysis techniques (a.k.a runtime analysis) aim to viéy a certain

property of a program by evaluating its actual executions. Bybserving inter-
nal states during target program executions, the dynamic angis techniques
can use accurate information of program behaviors. In dynamanalysis, it is
possible to achieve value-sensitive and alias-sensitive analysithwnuch less
computation cost than in static analysis.

Dynamic analysis extends traditional testing to check meangful proper-

ties using intermediate state information in program executins. Concurrent
executions are not only determined by test cases but also by tlad scheduling.

13



Dynamic analysis includes the technique for controlling tlead scheduling.

Dynamic analysis techniques can be categorized into threedependent
layers. First layer is systematic testing layer. This layer is to»ecute target
programs within policies. These policies aim to reach error $&s e®ectively.
Second layer is information extraction layer. The informabn on the internal
behaviors of the target programs is extracted to be used foréhprogram cor-
rectness checking. At third layer, the monitors generate absict model of the
target program from the extracted information and then veffy the abstract
model to detect possible errors in the program.

Dynamic analysis techniques share the limitations of testinghnerently.
Dynamic analysis cannot support complete analysis for targetr@grams since
it uses monitored partial behavior of the target programs. Thether limita-
tion is that dynamic analysis techniques are dixcult to be appéd unless target
programs are complete. Dynamic analysis techniques requarecutable envi-
ronments and test cases. However, these can be delivered only &rdghase
of software development especially for embedded software.

For checking industrial concurrent programs such as Linux le sgems, our
bug pattern detection approach has the advantages for thellmwing points.
First, the bug pattern detection technique can be applied fancomplete program
source code so that it may be applied for early phase of softwarevdlpments.
Second, the bug pattern detection technique is scalable fdneg complexity of
target programs whereas dynamic analysis techniques are n8ystematic test-
ing techniques including ConTest [8] and AtomRace [20] invegate concur-
rency bug patterns in systematic testing layer to simulate comnmoconcurrency
error execution patterns.

In this section, we survey the techniques for stateless systematgsting
techniques and information extraction techniques. Formeme is used for rst
layer, and later one is used for second layer. The techniques third layer
will be discussed in the next subsection.

14



Stateless systematic testing

Systematic testing techniques regulate thread scheduling teach error states
e®ectively in testing. By non-determinism in thread schedulingthe num-
ber of distinguishable thread scheduling scenarios increasep@xentially with
respect to target program size. Traditional testing methods eanot verify con-
current programs e®ectively.

The motivations underneath systematic testing techniques ar® increase
high coverage and explore a property of thread scheduling whiis commonly
observed from concurrency errors. Systematic testing techniegi use the in-
formation of internal structures of target programs. For thispoint, systematic
testing is di®erent from traditional black box testing. SystemiEc testing is
similar with software model checking since these two techniquesrify imple-
mentation directly. However, systematic testing does not use thasited state
information for controlling thread scheduling whereas softare model checking
does.

One motivation is to explore as many distinguishable thread selduling
scenarios as possible in a given time. For two distinguishable #ad schedul-
ing scenario, one thread scheduling is reducible to the othdiread scheduling
if their resulting states are the same. There are many distinguiable thread
scheduling scenarios which result the same program state or pragr behav-
ior. For e®ective testing, it is desirable to explore thread sotieling scenarios
that are not reducible to each other. Exploiting di®erent stags would increase
the probability of reaching error states in a given amount ofitne. Using par-
tial order reduction techniques, it is possible to avoid explation of reducible
thread scheduling scenarios. Verisoft [21] uses partial orderduetion con-
cept in systematic testing of concurrent programs. Verisoft cordls message
passing among processes and non-deterministic choice in a protes$sst non-
reducible scheduling scenarios. A dynamic model checking taajue Inspect
improves dynamic partial order reduction technique to addionally consider

15



locking behavior of target programs [22].

The other motivation is to explore error-prone thread scheding scenarios
to detect a certain type of errors e®ectively. CHESS [23] usesimxt-bounded
search which limit the number of context-switching for a thred scheduling
scenarios in a testing. This approach is motivated by an obsetian that
most of concurrency bugs cause concurrency errors within a simalmber of
context-switches. CHESS allows users to specify requirement pssty as lin-
ear temporal logic formulae. And CHESS can check whether an exéon
satis es the Good Samaritan property which is a desirable fairse property
in concurrent programs or not. ConTest [8] is an infrastructue for concur-
rency program testing. This technique inserts noise injectioprobes to target
programs to generate concurrency errors in high probabiit A noise injec-
tion probe is a piece of code which does not a®ect original pragy behaviors
except for execution timing by yielding and sleeping for an apunt of time.
ConTest uses concurrency bug patterns. Many concurrency buge @aused by
undesirable context switching in a code. ConTest insert noise @gtion probes
at critical points of pattern matched codes to induce errors.CalFuzzer [24]
is an active testing framework which enforces error-prone riad scheduling
scenarios. CalFuzzer understands candidate bugs in a program &pplying
dynamic analysis to the program, and then guide thread schediud) in testing
to generate the error by the candidate bugs. CalFuzzer instruents target
program source code to control thread scheduling.

Information extraction

Dynamic analysis techniques transform target programs to aess the internal
state information during executions for verifying the targe programs. Dy-
namic analysis techniques statically analyze a target prograto indicate for
which variables correctness properties will be checked. Anten, additional
programming features are inserted into the target program tmonitor the value
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of the interested variables in dynamic analysis. Deadlock det®on techniques
track the behavior of synchronization objects such as mutex, maphore, and
etc. Race condition detection techniques target the behauis of both shared
variables and synchronization objects in use. Information éaction should
not change any state (semantic) behavior of taret programs, but degrades
the time performance of target programs since the transformgatogram exe-
cutes additional code for the monitoring. For excient dynant analysis, novel
information extraction techniques to reduce the runtime cst of monitorings
have been developed. Choi et al suggest a novel algorithm to ved useless
insertion of monitoring probes in object-oriented program$y static analysis
techniques. Velodrone [25] imporve the performance of happkefore moni-
toring by additionally considering lockset information at eah probe execution.

Dynamic analysis techniques insert monitoring probe codes bgveral program
instrumentation techniques. Eraser [26] uses ATOM [27] binary odi ca-
tion system to instrument target programs. Velodrome [25] uses HEL[28]
Bytecode Engineering Library to instrument Java intermedite code. ConTest
infrastructure [8] use its own instrumentation engine speciakd for multi-
threaded Java program testing. In [29], the tool uses its own ciler for
instrumenting Java intermediate codes. The concurrency bugetection tech-
niques developed by Scott D. Stoller et al. [30] In [30], thethnique transforms
target programs' source code to extract internal behavior durg program ex-
ecutions. MultiRace [31] instrument the source code of target CC++ pro-
grams to use page fault handler for logging interesting read drwrite opera-
tions.
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2.2 Bug Detection Techniques

2.2.1 Deadlock

A deadlock is a situation where threads stay in waiting state irgl nitely so

that their executions are stopped. Major source of deadlocksgircular waiting
situation which is that thread A is waiting for thread B's exeaition meanwhile
thread B is waiting for thread A's execution. The deadlock prolem related to
the major source has been studied since concurrent programmic@ncept was
“rst introduced. As a minor source of deadlock, a program can resuleadlock
situations when a thread disable preemptive scheduling by incect interrupt

disabling. However, a program controls scheduling freely inmgeral. Only in

Speci ¢ circumstances such as operating system kernel can makesttyipe of
deadlock. Therefore, most deadlock detection techniquesncentrate on the
major type deadlock.

Co®man condition [1] is a practical necessary condition of déack oc-
currence, which is suitable for lock based multithreaded progms. In order
to check fourth condition of Co®man's deadlock condition, é& graph which
represent dependency relations among threads and resourcas heen used in
dynamic analysis and model checking. Co®man introduces a suftti€eondi-
tion of deadlock occurrence in an execution. The following four conditions.

2 Mutual exclusion condition
A resource that cannot be used by more than one process at a time

2 Hold and wait condition
Processes already holding resources may request new resources

2 No preemption condition
No resource can be forcibly removed from a process holding itsoeirces
can be released only by the explicit action of the process.
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2 Circular wait condition
Two or more processes from a circular chain where each procesg foa
a resource that the next process in the chain holds.

Lock graph can be used to check whether an execution satis es Co®fma
condition or not. This method is post-mortem since it reports dadlock bugs
only if actual deadlock error is occurred in testing. Howevelpost-mortem
deadlock detection helps debugging only if deadlock erroese revealed in
testing. Potential deadlock detection technique is desiradlsince achieving
high coverage of multithreaded program in testing is in genalrditcult.

Many synchronization mechanisms in use satisfy mutual exclusiohpld
and wait, and no preemption conditions. Most potential deadick detection
techniques check a program can reach a state of any circularitiay. Other-
wise, it cannot report any possibility of deadlock bugs which rght be located
in uncovered by testing. In general, checking the presence adadilock from a
given program is undecidable. Recently, researchers deyeid the technique
by (1) checking partial ordering in lock order relation, and2) checking dead-
lock in abstract synchronization models for checking possiblesadlocks.

Static potential deadlock detection techniques

There exists a lock ordering relation from lock A to lock B if tle program
acquires lock B while it holds lock A in an execution. It is knan that if there

exists partial ordering in lock ordering relations, deadlockvill never occur.
This condition is a stronger condition of the absence of deadks However, en-
forcing partial ordering is used as deadlock avoidance pglil large program
including Linux Te system. RacerX [16] statically traverse inte-procedural
control-°ow graph of a program while it records lock orderingelation. It

reports not partially ordered lock ordering relations as dedlock bugs by con-
straint solving. RccJava [32] checks the presence of a partiabler relation in

a program by type checking in compiler level. It does not ale any program
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unless a strict partial order relation exists in the lock ordeng relation of the
program.

Dynamic potential deadlock detection techniques

Dynamic potential deadlock detection techniques construein over-approximated
abstract model which re°ects synchronization behavior of a tget program
based on the monitored information. And then, the techniquesgsform dead-
lock checking in the abstract model. The modi ed lock graphs arused for
abstract models in these techniques. Researchers suggest ideasedificing
false alarm caused by the gap between an abstract model and thegoral
program in deadlock detection techniques.

It is possible to construct an abstract model which represents symoniza-
tion behavior of a target system. We can detect deadlock in thébatract model
in order to detect deadlock in the target program.

GoodLock algorithm constructs a lock tree for each thread, anthen de-
tects two opposite lock ordering in two threads' lock tree. Intie detection, the
algorithm check the presence of any guarding lock, a lock alygaheld before
two locks, to exclude false alarms. In [33], the generalized Ghack algorithm
for arbitrary number of threads is introduced for dynamic ptential deadlock
detection. In [30], the authors suggest an approach to considiadlock related
to conditional variables and semaphores. In [34], another gaalized Good-
Lock algorithm which is parallel to [30] is introduced. The athors adopts the
generalized GoodLock algorithm in deadlock detection usidgva Path Finder
software model checker and suggest a method to validate a potehtdeadlock
detection using Java Path Finder [35].

2.2.2 Race condition

A race condition refers to a situation where a program execot reaches to
unexpected states due to concurrency. Race conditions areusad when the
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synchronizations for critical sections are incorrect so thate atomicity of the
critical sections does not hold. Many race condition detectn techniques have
been proposed, but it is still dixcult to assure the absence of racerdition
because most programming languages including C and Java do rsetpport
any language feature to declare critical sections. For this ason, race con-
dition detection techniques rst identify the critical sections from a target
program. Depending on the assumptions used for identifying tical sections,
race condition detection techniques are categorized intao types: one type is
called datarace detection, and the other is atomicity viokkon detection. For
each type of race condition detections, many algorithms to elk atomicity
of critical sections have been introduced. In this section, west survey the
approaches and techniques for identifying critical sectien and then various
techniques for datarace detections and atomicify violatrodetections.

De ning critical sections

Identifying which parts of codes are written as critical seabns is not trivial in C
and Java programs. Each race detection technique deploysasn technique to
de ne critical sections based on the properties of target progm domains. The
accuracy of a race condition detection technique highly iiek on the accuracy
of critical section de nitions. If a technique regards much cas as critical
sections than actual, the techniques may report false positise In opposite,
false negatives would be resulted if a technique regards lessleas critical
sections than actual.

One approach to de ne critical sections is regarding every sleat variable
access as a critical section. This approach is naive but most wly accepted
in race condition detection techniques. The race conditionetection tech-
niques with this particular approach are called as dataracdetection tech-
niques. These techniques de ne a data race as a situation where arsil
variable is accessed by at least two di®erent threads concurignivhere at
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least one access is writing. This approach is neither sound nangplete but
its usefulness is proven by many techniques for nding prograning errors by
missing proper lock operations.

The other approaches assume that a critical section consist of ansequence
accesses rather than a single access. The race detection techesgbased on
this assumption are called as atomicity violation detectiondchniques. There
are mainly three approaches to de ne a sequence of accesses agieatsection
for atomicity violation detection techniques. First approab is to expect users
to specify code blocks intended to be critical sections. Atongez [36] and
Velodrome [25] allow users to specify code blocks as criticaktens using
additional keyword atomic.

Second approach is to employ a certain type of existing codebks as criti-
cal sections. In [37], the technique assumes that each methodntended to be
a critical section. In [38], the technique assumes that a codenlok guarded by a
synchronize construct as an atomic code block. In [39], non yaite methods,
synchronized private methods, synchronized blocks inside nepnchronized
private method except for main method, and thread spawning nigods are
regarded as critical sections.

Third approach is to infer the critical sections by analyzingdata depen-
dency of a target program code. This approach is motivated lifie observation
that atomicity violations might occur if two statements with data dependency
does not belong to a critical section. In [40], the techniquaputs user given de-
pendency relations among object members and then check wiet dependent
members are manipulated without possibility of atomicity vidations. The
technique reports a possibility of atomicity violation if anytwo dependent
members are not updated in a critical section. MUVI [41] infersata depen-
dency in a program by a heuristic algorithm which estimates theresence of
data dependency by code distance information. Based on infedrdependency
information, the technique reports a possibility of atomiciy violation if the
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shared variables of a dependency are not updated consistenthyd program.
In [42], the technique detects a speci ¢ type of atomicity vialtions called
stale-value concurrency error. This technique analyzes daprograms to nd
methods with two adjacent synchronized blocks where later endepends on
former one via local variables. The technique reports a posdityi of atomicity
violation since the executions where context-switching maycour between two
synchronized blocks. AtomRace [20] has the code patterns ottical sections.
This tool infers critical sections from a given code by pattermatching the
code patterns.

Checking race condition of critical sections

There are two major categories in the techniques for checkiratomicity of
critical sections with respect to critical section de nitions. Rrst categories
targets on datarace detection. The techniques in the othemltegories aim to
detect atomicity violations. Datarace detection techniqueoncentrates on nd-
ing two unsynchronized accesses to a shared variable which candxecuted
simultaneously. Atomicity violation detection techniques rd two critical sec-
tions which can be executed concurrently and apply additiai techniques to
verify these two critical sections are executed atomically faany interleaved
execution. We rst survey data race detection techniques and é&m atomicity
violation detection techniques.

Datarace detection techniques

In datarace detection techniques, datarace error is de ned hize following
three conditions :

2 There exists two accesses where at least one access is writing, and

2 These two accesses manipulate the same shared variable (or memory
location), and

2 These two accesses can be executed concurrently.
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These conditions are deployed in various ways depending oretpurpose of
datarace detection techniques.

In dynamic analysis techniques, it is possible to check rst condin for any
two accesses since the extract exact memory location of an acdesavailable.
However, in static analysis techniques, it is dixcult to check whther any two
statements would access the same variable in real executions. ifidechniques
over-approximate to check whether two statements access tharsavariable or
not using type information, escape analysis, and points-to anaiis.

In order to check third condition, many dynamic analysis techiques com-
pute happen-before relation of each access in a monitoringeextion. For an
execution with happen-before relation, two accesses withduappen before or-
dering are considered to be executed concurrently. This tedlque never results
false positive if happen before relation is correctly measured/ector clock is
widely used for computing happen before relation.

The other widely used technique is lockset algorithm which chks a suz-
cient condition of third condition. This detection technicque is motivated by a
programming idiom that every statement which accesses a shareariable is
guarded by one lock consistently over a program. This programng idiom is
called lock discipline and widely used in lock based concurrgmograms. Lock-
set algorithm tracks the set of locks held by the current threadt an execution
point to check whether there exists at least one lock which is esistently held
when a thread accesses the shared variable. Since lockset algoriadopts
a suzcient condition of absence of datarace, many techniques mgithis al-
gorithm investigate additional false positive Itering techngues for increasing
accuracy of results.

There exist approaches which employ both happen before retat and lock-
set algorithm to improve dynamic datarace detection techniges. The static
analysis technigue such as Chord uses neither happen-befotatien nor lock-
set algorithm. This technique rst statically nd a set of candidat datarace
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accesses pairs from a Java program, and then check whether tvamdidates
accesses can be executed concurrently by various static anayschniques
including reachability analysis, thread-escape analysis, anddk analysis.

Eraser [26] infers lock discipline from a multithreaded C pragm execution
to check whether the program has data race bugs. A program haslack
discipline if every shared variable is consistently synchroniddoy at least one
lock. Eraser understands the absence of lock discipline of a slthrariable
means that two concurrent accesses to the shared variable casuk data race
in an execution of the program. In order to infer lock discipfie, the tool
records each variable's lockset, a set of locks held at a time tbe variable
accessing through an execution. Eraser tool uses ATOM binary miozhtion
system to instrument a binary program to execute the lockset algthm in run
time. Eraser tracks a lockset for every 32-bit sized memory lagans of global
variables and heap variables.

MultiRace [31] detects data race from executions of C++ pragms us-
ing Djit+ algorithm which is based on happen-before executomodel and an
improved lockset algorithm. Considering memory characterist of object ori-
ented programs, the memory granularity in data race detectiois the size of
objects rather than xed size (double words in Eraser). This témique aims
to reduce runtime detection cost by using region trap libraryristead of using
information extraction by inserting probes.

Racer [43] is a dynamic data race detection tool for Java prgm. It adopts
Eraser's lockset algorithm with the modi ed state machine suitalle for Java
memory model. And the authors use aspect-oriented programmirgpncept
for information extraction. The functionality of aspect is etracting runtime
information and the authors de ne three point cuts: locking pmts, unlocking
points, accessing variables suspected to be shared ? where the dspae
added.

RCAnalyzer [44] nds shared variables which have con’icting aesses (read

25



accesses with at least one write access) from a given program andrttcheck
whether a lock is consistently held at every access to each shavadable. RC-
Analyzer is implemented upon Bauhaus infrastructure which sygorts various
pointer analysis and control °ow analysis techniques. RCAnalyeéandles in-
accuracy of each analysis by ranking each warning. This ap@ah is similar
to our approach in the point that the technique rst nds a pair of con®ict-

ing codes and then checks whether two codes can be executeganallel by
lock analysis. But, RCAnalyzer indicates candidate bugs by iafring lock
discipline, however in our approach, we indicates candidataigs by pattern
matching.

Chord [45] statically analyzes Java programs to nd data raceugs. Chord
“rst set the set of con®icting accesses as a set of candidate bugs. Andrhie
re nes the set of candidate bugs using alias analysis, thread-gseaanalysis,
call-graph construction, and lock analysis. Chord considers ehexecution se-
mantics of thread creation, thread join, and lock synchronaion. The criteria
of Chord are similar to our approach. Chord targets for open pgrams and
results counter examples. Chord concentrates on nding dataca bugs mean-
while our approach is to nd general concurrency bugs includy atomicity
violations. Chord is built upon Soot Java optimization framevork.

RacerX [16] checks the presence of consistent lock disciplinedach shared
variables. RacerX traverse the inter-procedural control-°owgraph in °ow-
insensitive manner while it maintains the held lock in the pathof traversal.
RacerX updates lockset of a shared variable whenever it reastht@e accessing
statement in the traversal. It reports an error when there is na@onsistent lock
discipline for a shared variable. In order to reduce the falseasns caused by
inaccurate lockset analysis, RacerX uses many heuristics in lsek analysis
and bug ranking.

Choi et al. [29] suggest a method for excient dynamic data race @etion
using preceding static analysis. The static phase of this technigundicates
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only necessary points to monitor using weaker-than relations. hE de nition
of datarace in this technique is (1) the two accesses are to thevsa memory
location and at least one of them is writing, (2) the two accessese executed
by di®erent threads, (3) the two accesses are not guarded by a coamsyn-
chronization, and (4) there is no enforced execution ordegs such as ordering
by thread start and join operations.

Atomicity violation detection

After the critical sections in a program are recognized, the amicity vio-
lation techniques checks whether each critical section iseouted atomically
or not. There are mainly three approaches to check the atoniti of a code
block. First approach is based on type system check whether a pram follows
a safe guaranteed manner or not. Second approach is to check #bsence of
interference in an execution of an atomic block. Third appixch is to check
the serializability of atomic block executions. The goal of amicity viola-
tion checking is to check whether execution of atomic blockating from any
state always result the same state with all possible interferencé @oncurrent
threads. However, this problem is NP complete. Therefore eaclpmoach
investigates a strong but useful condition to ensure atomicity.

Atomicity is also important issue in transaction control in datdbase sys-
tems, so that researchers of database system have tried to solve thensa
problem. Actually, the atomicity violation checking is redscovery of concur-
rency control techniques for database transactions in the pgoamming lan-
guage point of view. First approach corresponds to two phase kg in
transactions. Second approach corresponds to serial schedulteghniques.
And Third approach corresponds to con®ict-serializability anbysis techniques.

2 Checking safe locking patterns

Two interleaved executions are equivalent if two there rehing ( nal) states
are the same with respect to a starting state. Using Lipton's reduitin theory,
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we can check the equivalence of two interleaved execution$.ah interleaved
execution is reducible to a serial executions where once atorblock is started,
only the execution of the atomic block should appears until #natomic block is
“nished, we can say that the interleaved execution does not vatke atomicity.
Atomizer veri es an interleaved execution can be reducibl@tone of serial ex-
ecutions. In general, Lipton's reduction results many false gaives. Atomizer
introduces a modi ed reduction theory by using lock disciplinenformation.
Atomizer assumes that a program which has a consistent lock diski@ for
every shared variables and uses the lock discipline information the atomicity
violation checking. However, this technique only accepts aggram with two
phase locking patterns. Therefore, it restricts synchronizain patterns.

2 Checking exclusive execution of atomic blocks

In [38], the authors de ne a view as a set of variables which is sshronized
by a lock at least once in a program. And then, the technique seies view
consistency. View consistency is a situation that there exist two vables in
a view which is accessed in di®erent two synchronization blockstomRace
dynamically monitors an interleaved execution. AtomRaceeports when it
observes a situation that one thread is executiong an atomicdak and the
other thread executing an atomic block is scheduled beforegthread nishes
the execution of atomic block.

2 Checking serializability checking

Serializability holds for critical sections if every intertaved execution of
the critical section result the same as a serialized critical sémh execution.
The techniques in the previous approaches restrict interlead executions to
avoid race condition. However, well-designed critical sectie allow as many
interleaved execution as possible. Therefore, serializatyilis much appro-
priate condition to check the atomicity violation. Since clecking serializ-
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ability for an arbitrary code is undecidable, many technigas adopt con’ict-
serializability, a strong condition of serializability. An interleaved execution is
con’ict-serializable if there exists a serial execution wheré¢ orders of con-
°icting accesses are the same. In con®ict-serializability, it alvs interleaving
of two atomic code block executions as long as the orders ohtioting variable
accesses are the same in the two threads. Two methods are widelyduf®
the decision procedures: one is con’ict-graph, and the otherascessing pat-
terns. Velodrome [25] maintains a con®ict graph using happen foge relation
of an execution. Ligiang Wang and Scott D. Stoller introducean algorithm
[39] to check con’ict-serializability and view-serializabity using commit-nodes
which is similar to con®ict graph. They also propose an algorithnto validate
con’ict-serializability based on execution patterns in [37].
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Chapter 3

Concurrency Bug Classi cation

3.1 Linux File System

Linux kernel is a large multithreaded program. Each kernelhread is either
executing kernel code or executing user application. A thrdawith a user ap-
plication can execute kernel code as the application prograinvokes a system
call. When a user program invokes a system call, the thread whigxecutes
the user application program will execute the corresponding stem call han-
dling function. Since user applications cannot allow to acse kernel memory
spaces, there is no possibility to occur concurrency error withkernel program
execution and a user application program execution. Thereatwo ways for a
thread to execute kernel programs. One ways is that a kernelggram creates
a kernel thread for handling a special task such as garbage colte or timer.
The other way is that a user application program invokes a systegall. In this
case, the thread which executes the user application programillviemporary
executes the corresponding system call routine.

In traditional Linux kernel, only one system call routine can le executed
at a given time in order to avoid concurrency errors. Big kermdock which
is acquired bylock _kernel and relased byunlock kernel has been used for
the atomic execution of each system call execution. Howeverpiin Linux 2.5,
concurrent execution of system call has been allowed. Many siingnization
mechanisms are used to synchronize concurrent accesses to shagedurces.
In most cases, an object has its synchronization mechanism as itembers.
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There is the following synchronization mechanisms commonlysed in Linux
‘e systems. Each synchronization mechanism has its own purpose pi@men-
tations and usages.

2 Binary lock

A binary lock is used for guarantee mutual exclusive accesses ofet
of resources. A binary lock may synchronize a set of variables osat
of data structures. A binary lock can be implemented as a spin lbor
a semaphore whose counter is one. Before processing a shared hiaria
the accessing thread acquires the protecting lock of the shareakriable.
After the processing, the accessing thread releases the protegtilock.
In many cases, operations on a set of shared variables are intégdainto
a function. Then, a thread which invokes the function is asketb acquire
the proper protecting locks before the function invocation

2 Readers writer lock
This synchronization mechanism allows concurrent read accessan a
shared data structure by multiple threads but mutually exclusre write
access on the shared data structure. There exists a library whishpport
readers/writer lock interface. However, kernel developersmplement the
readers/writer lock using two binary locks and a counter.

2 Atomic instructions
Atomic operations support cheap synchronization mechanism.his op-
erations are used for frequently accessed shared variables susheder-
ence counters. There are library functions which execute ntaoe in-
structions for atomic operations. The following operationsx@cute two
operations atomically.

2 Barriers
Linux support memory barriers as library functions. A barrieroperation
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enforces the explicit operation ordering in compiled codeConcurrency
behaviors might di®er depending on the instruction executioorders in
a thread. The execution order for operations on °ag variablenal count
variables are sensitively intended so that disordering in conljpig might
result incorrect programs. Barriers are used for avoiding thig/pe of
errors.

2 Thread operations
Linux kernel programs can create a new kernel thread and coram-
cate to the thread via thread operations. These thread opereans are
supported as library functions. It is possible to create a threadsing
kthread _create and kthread _run functions. And kthread _stop() is
to join on a target thread after sending killing signal to the thiead.

3.2 Survey of Reported LFS Bugs

We review bug reports to understand real concurrency bugs in stgm pro-
grams. We search the patch information which is related to conoency issues
from Linux Te system codes. There are two reasons for targeting gueports
from Linux Te system. First, Linux e system use many concurrency fatures.
Second, patch information is available via Linux change lodocuments.

We searches Linux change log from kernel 2.6.1 to 2.6.28 usirey\ords.
The keywordsfile system , vfs, ext, fs are used for collecting patches for
‘e system related parts. And the following keywords are used for bbecting
concurrency related patchesdeadlock, livelock , race, concurrent , and so
on. Since Linux change logs are written in plain text, we wré a simple script
program to nding the patch which contains the keywords of intrest. Within
more than 200 Linux change log documents, we found that 3And waih the
‘Te system related patches, we found that about 40 patches are datly related
to both concurrency issues and le systems.
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We chose Linux 2.6 as the domain of survey for the reason that Lix2.6 is
changed from Linux 2.4 (Linux 2.5 is unozcial) for supporting @ll concurrency.
We expect that many unrevealed concurrency bugs are issued & tkernel
becomes supporting full concurrency.

Linux kernel supports a bug reporting system, Bugzilla. We didat rely on
the bugzilla, since not all of bug nding and xings are reportedhrough the
bug reporting system. However, we do agree that bug should be systdivally
managed.

3.3 Classi caion According to Five Aspects

We construct the classi cation of concurrency bugs in order to assisystematic
understanding of concurrency bus. The classi cation is developdased on
based on the observations from the survey result. We analyze theds from the
survey result by observing the descriptions in the bug reports drcode changes.
We found that the bugs have the following ve aspects: Symptom, akilt,
Resolution, Synchronization primitives, and Synchronizatin granularity.

2 Symptom

The symptom of a bug is a candidate state of an error executionstzed
by the bug. There are 4 attributes in this aspect: Data race re#
ing machine exception, Data race resulting faulty states, De&atk, and
Livelock. Data race results invalid state in an execution so thait is
observed in either machine exception or faulty states of thetarnal data
structure. As explianed in the chapter 2, deadlock result threis not
to be progressed due to the blocking. Livelock results that theelated
threads are not progressed or delayed due to the in nite loop orhsedul-
ing problem.

2 Fault

This aspect aims to represent the cause of a bug. There are 3 ditrtes

33



in this aspect: Design decision violation, Incorrect use of progmming
idiom, and Program logic error. Three attributes are corregmding to
three level of programming. Design decision violation refets a bug
where programmers do not follow high-level programming ¢eria. Incor-
rect use of programming idiom refers to the situation that progammsers
mistakenly adopt programming idioms. Program logic error indates a
situtation where the low-level program logic is incorrectlymplemented.

Resolution

This apsect reprsent that by what program changes a bug is aNeied in
the bug patch. There are 2 orthogonal elements which consist af at-
tribute. First attribute represents the actions : Insert, Remae, Change,
and Reorder. Second attribut represents the type of target @pations:
Synchronization operation, Normal operations, Both. A bug'patch may
consist of several code changes. Then the resolution of the bugresent
the most signi cant code change.

Synchronization primitives

This aspect of a bug represent the synchronization primitivesich con-
tribute to the bug. This aspect has 6 attributes: Instruction, Barrier,
Thread operation, Binary Lock, Complex Lock, Semaphore. #truction
refers that a shared variable is used as °ag or counter to controbncur-
rency in a bug. Complex lock refers to the lock with derived seantics.
This attribute include releasing-on-block semantics, nesteddking, try-
lock, etc.

Synchronization granularity

The synchronization granularity of a bug is decide by the retad shared
data structure. This aspect has 4 attributes: Kernel-level, k¢ system-
level, File-level, and Inode-level. Kernel-level referhat the data struc-
ture exists in a kernel level so that the bug may e®ect to all kerharea.
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Symptom \ Fault

Design decision violation

Incorrect use of synchroniz
ation idioms

Program logic error

Data race resulting
machine exception

Bugl,Bug5,Bug9,
Bug13,Bugl8,Bug20,
Bug23

Bugl6

Data race resulting
faulty states

Bug2,Bug7,Bug22,
Bug25

Bug8,Bug12,Bug26,
Bug27

Bug3,Bugl5,Bugl?,
Bugl19

Deadlock

Bugl1,Bug24

Bug10,Bugl4,Bug21

Livelock

Bug4,Bugb

Figure 3.1: Classi cation with respect to symptom and fault

According to the ve aspects, we derived the attributes for eachspect and
then classify 27 Linux Ie systems bugs from the survey respectivelfFigure
3.1 and Figure 3.2 depicts the distribution of the bugs with rgpect to the
aspects. The description of the 27 bugs and their classi cation rd®iare
summarized in the Appendix.
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Chapter 4

Concurrency Bug Pattern

Bugs are usually caused by programmers' misunderstandings in gramming
language, library usages, or design decisions. One mistunderstiaugdcan be
shared by various programmers, so that various parts written bghe program-
mers may contain similar bugs. If we nd a bug in a program, theresihigh
change to other unrevealed bugs caused by the same reason exighafound
bug in the other part or other version (later modi cation) of the program.
Therefore, bug patterns which capture characteristics of lgys can be utilized
for bug detection in large and legacy program development.

In this research we characterize 10 concurrency bugs pattsrifrom the
previously reported concurrency bugs of Linux. And then we bldgi the bug
pattern detectors of 10 patterns for automatic bug detectio. Using the bug
detection techniques, we found 8 unreported concurrency kaidrom recent
Linux kernel. This bug detection technique do guarantee néier soundness nor
completeness of analysis result. However, the approach to nd ksigsing bug
patterns is valuable since the bug pattern matching can enablffast, intuitive
and convenient bug ndings. This technique is cost-e®ective sindt can be
applied in early stage of program development and also it do noéquire any
manual e®ort from end-users.

The following subsections introduce 10 concurrency bug pattes. And then
we report the bug detection result by applying the bug pattera in recent Linux
kernel. We expect that the bug patterns can be useful for botheyeloping
automatic bug detection by computer and code inspection press by human.
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int data; // shared data

int FO{
// false most of time
if (test(data) == true) {//test
Tock_global_lock() ;

if (test(data)==true)//test&set

data = newvalue ;

int data; // shared data

int fO{
// false most of time
if (test(data) == true) {//test
Tock_global_lock() ;
data = newvalue ;

unlock_global_lock() ;

unlock_global_lock() ; }
} }
}
/* Correct code */ /* Buggy code */
Figure 4.1: Canonical form of Misused Test and Test-and-Set
4.1 Studied Bug Patterns

4.1.1 Misused Test and Test-and-Set

Test and Test-and-Set is a well-known locking idiom. This idim aims to
reduce runtime cost by avoiding the executions of locking opsions by dirty

reading shared variables. In code optimizations, test and testid-set pattern

would be applied for simple locking codes. However, programraanay make
mistake when they apply the pattern. Programmers mistakenlyofget to write

the second test after lock acquiring. This mistake results a datace bug. In
Linux 2.6.11.1, a bug of this pattern is reported from ext3 Iesystem. The
programmer misused test and test-and-set for optimization purge. The code
is as follow.
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int data

int func(Q {
Tock(m) ;
write(data) ;

unTock(m) ;
Jock(m) ;

read(data) ;

unTock(m) ;

/* Correct code */

// shared data

/* no write(data) here

*/

int data

int func(Q {
Tock(m) ;
write(data) ;

unlock(m) ;
Tock(m) ;

/* no read(data) here

unTock(m) ;

/* Incorrect code */

// shared data

% /

Figure 4.2: Canonical form of Unlock before 1/0 operation bug@attern

4.1.2 Unlock before I/O operations

I/O operations are incomparably slower than memory operatits. If a thread
which holds a lock executes I/O operations, other threads wth acquire the
same lock cannot be executed until the thread releases the |cadter all 1/0

operations. In order to increase utilization, a function intationally releases its
holding lock before 1/0 operations and then acquires the l&s again to nish
its work. However, in many cases, programmers may assume that a eddock
originally guarded by a pair of lock acquiring and releasingauld be executed

as if no context-switching happens while its execution.

We found that the original programmer of__sync_single _inode() consid-
ered the possibility of data race and write additional code todndle this situa-
tionin __sync_single _inode() . The one who modi ed the__sync_single _inode()
at Linux kernel 2.6.6, did not consider the case. However, thisug was recog-

nized and xed in Linux kernel 2.6.7.
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4.1.3 Unintended Big Kernel Lock releasing

Big kernel lock is one lock shared in whole Linux kernel for symmniza-
tion. Big kernel lock is unordinary semantics called Releagiron-block. With
releasing-on-block semantics, big kernel lock is preemptedeavha thread which
holds big kernel lock gets into waiting state. And when the thrad is awaken-
ing, it rst acquires big kernel lock again and then goes on thexecution. This
semantics is to avoid situations where a thread with holding bikernel lock
becomes waiting. This situation may cause deadlock or severefpemance
degradation since every system calls had relied on synchronipat by big ker-
nel lock in earlier Linux kernel. However, this semantics mayacise data race
since the atomic execution of a code block guarded by big kelheck is not
guaranteed. Programmers would assume that no other code blogkarded by
big kernel lock can be scheduled while a code block guarded by kernel lock
iSs executing. But this assumption is not true if a code block guded by big
kernel lock executes a possibility waiting operation which camake the current
thread waiting. Most memory management operations such &malloc() and
kmentache_alloc() can result waiting state. Linux kernel 2.6.24 includes a
patch which correct a data race bug caused by this reason.

4.1.4 Unsynchronized data passing to child thread

A parent thread can transfer data to its child thread by passing aeference to
a shared variable. In most case, parent threads write data on slear variables.
But, parent thread may write data after thread creation. In sich case, proper
synchronization is necessary to avoid a scheduling which exeesitthe child
thread right after the thread creation. However, programmex do not consider
this possible scheduling scenario and do not program proper synmhization.
A bug of this type was located at GFS2 le system in Linux kernel B.23.
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int data; //shared data
protected by BKL
int fO{
kmalloc(Q ; //may release BKL

lock_kernel(); // BKL acquire

data = newvalue;

assert(data == newvalue);

unTock_kernel(); //BKL release

/* Correct Code */

int data;

//shared data

protected by BKL
int fO{

lock_kernel(); // BKL acquire
data = newvalue;
kmalloc(Q ;

//A context-switch might occur

assert(data newvalue) ;

unlock_kernel(); //BKL release

/* Incorrect Code */

// may release BKL

Figure 4.3: Canonical form of Unintended Big Kernel Lock ressing

int child(int * arg) {

read(*arg) ;

}
int func( {
int arg ;
thread_create(child, &arg) ;
/%

no write to arg */

/* Correct code */

int child(int *
/:’:

read(*arg) ;

arg) {

no locking */

3
int func(Q {
int arg ;
thread_create(child, &arg)
/7’:

write(arg) ;

no locking */

/* Incorrect code */

Figure 4.4. Canonical form of Unsynchronized data passing to thithread
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int funcl(...) { int funcl(Q {
if (atomic_dec_and_test()) { if (atomic_dec_and_test(x)) {
3 3
} b
int func2(...) { int func2() {
if (atomic_de.c._:amd_test(x)) { if (atomi c_re:al.d.(x) = 1) {
- atomic_dec(x) ;
}
}
}
3
/* Correct code */ /* Incorrect code */

Figure 4.5: Canonical form of Use atomic instruction in non-ataic ways

4.1.5 Use atomic instructions in non-atomic ways

Linux supports atomic type variables and atomic operations kich manipulate
atomic type variables. Test-and-set instructions are supportegs atomic oper-
ations such asatomic _test _and.dec() and atomic _dec_and.lock() . Atomic

type variables are widely used for the purpose of counters. Use odraic in-

structions are desirable since the time-cost of atomic instructh operation is
much less than other synchronization mechanisms. However, theogram may
result unintended behavior unless atomic variables are manilated consis-
tently. Programmers mistakenly use two seperate atomic instrtions to code
test-and-set whereagitomic _dec_and test(x) or atomic _inc _and.test(x) is
used in other parts of the program, it may result atomicity vioations.

4.1.6 Waiting already nished thread

Linux kernel supports thread operations as library functios. kthread _stop()
function is to signal a thread to stop, and then wait until the sigaled thread is
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int parent(...) {
th = kthread_run(child, arg);

k%ﬁread_stop(th) ;
}
int child(arg) {

while(!kthread_should_stop())
{

if (err)
continue ;

/* Correct code */

int parent(...) {
th = kthread_run(child, arg);

k%ﬁread_stop(th) ;
}
int child(arg) {

while(!kthread_should_stop())
{

if (err)
break ;

/* Incorrect code */

Figure 4.6: Canonical form of Waiting already nished thread

‘nished. Therefore, whenever one thread invokdghread _stop() to stop the
other thread, the other thread must not be nished. A thread whib invokes
kthread _stop() will inde nitely wait if the target thread already nish its
execution. In order to avoid this situation, a thread designedo be signaled
by kthread _stop() must not nish its execution until kthread _shoud stop()
returns true. However, if there is an execution path where a thad execution

is nished without checking kthread _shoud stop() .

The correct code in the canonical form is a conventional progmming
pattern for parent and child threads. However, the child thred of incorrect
code can be be nished without checkindithread _should _stop()

satis ed.
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int wait_function() int wait_function()
{ {
while (atomic_read(x)) { while (atomic_read(x)) {
memory_barrier() ; /*no memory_barrier()*/
3 }
ks ks
int notify_function()
int notify_function() {
{ -
- atomic_write(x) ;
atomic_write(x) ; memory_barrier() ;
memory_barrier() ;
S
}
/* Correct code */ /* Incorrect code */

Figure 4.7: Canonical form of Busy-waiting on atomic varialel without mem-
ory barrier

4.1.7 Busy-waiting on atomic variable without memory
barrier

Handshaking between two thread can be implemented via busy-wag: One

thread busy-waits on a shared variable until the other thread ssigns a spe-
ci ¢ value to the shared variable. In symmetric Multi-processoriccumstances,
these two thread might be executed on two di®erent processorsiwiivo di®er-

ent memory caches. Busy-waiting thread should contain at leashe memory
barrier to enforce cache update for considering this circunastice. Unless,
it may iterate unnecessary for reading out-of-date value in aFlJ cache, so
that it may decrease the performance. This pattern recognigenemory bar-

riers for memory barrier library functions(e.g.smpmb()), yield functions(e.g.

sched() ), and lock operations.
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int funcl(Q) { int funcl(Q) {
v = malloc(Q) ; v = malloc(Q ;
v->field = x ; v->field = x ;
memory_barrier() ; /* no memory barrier */
Tist_add(v->Tist, shared_Tlist); Tist_add(v->Tist, shared_Tist);
3 3
int func2({ int func2({
1ist_read(shared_Tist) ; Tist_read(shared_1list) ;
} 3
/* Correct code */ /* Incorrect code */

Figure 4.8: Canonical form of No memory barrier after objechitialization

4.1.8 No memory barrier after object initialization

The execution order of two instructions without dependency ght be changed
by CPU and compiler optimization. However, the execution orer of a dynam-
ically allocated variable initialization and its linking to a shared data structure
(in this case linked list) must be strict although there is no visile dependency.
The absence of any memory barrier between the initializatioand the link-

ing to the linked list may result re-ordered execution. And it mg cause race
condition where other concurrent threads can read uninitlezed value. This

bug pattern captures the speci ¢ situation where the object is dynamically

allocated list element.
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int funcl(Q { int funcl(Q {

Tock(m) ; Tock(m) ;
unlock(m) ; wait(c) ;
wait(c) ; e
Tock(m) ; }

} int func2(){

Tock(m) ;

int func2(){ -
Tock(m) ; unTock(m) ;
Qﬁiock(m) ; é6$p1ete(c) ;
- 3
complete(c) ;

}

/* Correct code */ /* Incorrect code */

Figure 4.9: Canonical form of Waiting with lock held

4.1.9 Waiting with lock held

Linux supports conditional variable synchronization mechaem ascomplete
type variable andcomplete() and wait _for _complete() functions. The exe-
cution of a thread which invokeswvait _for _complete() on acomplete variable
is blocked until the corresponding thread invokesomplete() . There is dead-
lock possibility if a thread waits on a complete variable whilét holds a lock.
If the thread to wake-up waiting thread acquires the lock beire complet()
invocation, these two threads reach deadlock situation.

4.1.10 Releasing and re-taking outer lock

A function releases and re-takes a lock which is acquired bysitcaller for
improving performance. This function may result deadlock wdre the releasing
lock is not the most recently acquired lock. For this situationthe lock ordering
might be violated for the lock re-taking operation.
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int funcl() {
Tock(outer) ;
Tock(inner) ;
func2(Q) ;
unlock(inner) ;
unlock(outer) ;

}
int func2({
Qﬁiock(outer) ;

lTock(outer) ;

}

/* Correct code */

int funcl() {
Tock(outer) ;
Tock(inner) ;
func2(Q) ;
unlock(inner) ;
unlock(outer) ;

}
int func2({

Gﬁiock(inner) ;
unlock(outer) ;

lTock(outer) ;
lock(inner) ;

/* Incorrect code */

Figure 4.10: Canonical form of Releasing and re-taking outérck
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4.2 Automatic Bug Pattern Detection

We build the automatic bug pattern detectors for ten bug paterns. The bug
pattern detectors are implemented upon EDG C/C++ parser to icentify spe-
ci ¢ abstract syntac tree structure of a target program. The toad demonstrate
that bug patterns can be e®ectively used for nding bugs with sinig program-
ming. Using these bug detectors, we found unreported concurrgriougs from
a recent Linux kernel source code.

4.2.1 Code analysis using EDG C/C++ parser

In this research, we pattern match target Linux code using EDG C++ front
end parser [46]. This parser returns the intermediate languagf a target code
so that we can traverse the target program code as graph like @astructure.
In this section, we brie°y mention how we implement the patternmatching
and code analysis algorithm based on EDG C/C++ front end parser.

We employ EDG C/C++ front end parser for program code analysisrhme-
work. For the following two reasons, we estimate that EDG C/C++ font end
parser has advantage over other tools such as CIL. The one reasem select
EDG C/C++ front end parser in the bug pattern matching technique is that it
supports various dialect C grammars. Linux program code is wien in GNU
C grammar. The parser successfully constructs the intermediateiguage from
any Linux code. The other reason for using EDG C/C++ front end isthat we
can write the algorithms in C/C++ language which is much famliar to many
programmers than functional languages like ML.

In abstract syntax tree of target programs, we can access each ¢tion,
statement, expression, and variable as one data object. Eachtaabject has
a set of elds which indicate the type and syntactic characterigt of the data
object de ned in a target code. And each data object has a set ofikis to the
other data object so that the data objects in a program constru@ hierarchical
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file-scope routine#l
name: factorial
type: int (int)
parameters:
assoc_block:>[ func-scope statement#6
position:
final position: 9
1 int factorial(int x) kind: block
statements:> func-scope statement#5
.. position:
1 kind: if
if (x == 1) { expr:
then_statement:
[func-scope expr-node#3 €lse_statenent:
} operation.kind=ieq
L5 operands:
else { "> func-scope expr-node#1
type: int
kind: variable
} variable:
next:——

name: X
type: int (int)

func-scope variable#l

func-scope expr-node#2
type: int
kind: constant
| constant: 1

func-scope statement#2
””””””””””””””””” position: 3
5 kind: block
final position: §
statements: ‘\"Func-scope statement#1
*:: | position:
kind: return
expri->

func-scope expr-node#4
type: int

kind: constant
constant: 1

Figure 4.11: Example of the intermediate language generdtby EDG C/C++
front end parser

structure.

The data structure for a function has the members to record itscope, its
type of return value, its type of parameters, etc. And also it hathe members to
indicate a statement object at the entry point of the function The statement
object has information of the rst statement of the function, am construct a
linked list with other statement objects in the function body wsing next eld.
And it also points to a set of expression objects. Figure ? depictsdidata
structures constructed from the example code.

4.2.2 Bug detection to Linux Te systems

We apply the constrcuted bug pattern detectors to nd concurnecy bugs in
Linux kernel 2.6.30.4. The tools also can be applied to otheags of Linux. As
a primarily step, we rst target 9 Linux le systems including both traditional
one and recently developed one: Ext-2, Ext-3, Ext-4, NFS, RadrFS, SysFS,
ProcFS, UDF, and BtrFS. The source codes of a e system implemetitan
and virtual Te system source codes are merged into one source codend
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Pattern Ext2 Ext3 Ext4 NFS Reiser SysFS Proc UDF BtrFS Total
FS FS

Use Atomic Instructions in 0 0 0 1 1 0 0 0 3 5

Non-Atomic Ways

No Memory Barrier After 0 0 0 0 0 0 0 0 7 7

Object Initialization

Waiting Already Finished 0 0 0 0 0 0 0 0 12 12

Thread

Unsynchronized Data 0 0 0 0 0 0 0 0 3 3

Passing to Child Thread

Misused Test and Test- 13 19 18 15 18 12 18 15 17 145

and-Set

Busy-waiting on Atomic 0 0 0 0 2 0 0 0 6 8

Variable without Memory

Barrier

Unlock Before 1/0 Opera- 0 0 0 1 0 0 0 0 0 1

tions

Unintended Big Kernel 1 0 0 1 4 0 0 2 1 9

Lock Releasing

Releasing and Re-taking 0 0 1 0 1 0 0 0 0 2

Outer Locks

Waiting with Lock Held 0 0 2 0 0 1 0 0 0 3

Table 4.1: Suspected bug reports by the bug pattern matching

then GCC preprocess the source code with a given kernel commjaion.

We validate the suspected bug reports from the bug detectors bganual
code inspection on the related codes. If a bug report is highly spected to
be real one, we report the issue to the Linux maintainers. BtrFS aintainers
con rmed one bug detected by unsynchronized data passing to chithread
four bugs detected by joining already nished thread. The latefour bugs are
caused by the same programming mistakes and then appeared inrfdi®erent
lines. The patch for xing the bugs was reported to the Linux maitainers.
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4.2.3 Bug detection to other parts of Linux

As a furher work, we currently apply the bug dectors to other pas of Linux
kernel including device drivers and network stacks. In prelimary experiments
to these modules, we report suspected bugs to correpsonding Liragintain-
ers. And six bugs are con rmed as a realistic by the maintainers. Rige 4.13
summarizes these bugs.

Id. Location Module Related bug patterns
1 | Device driver mtd/ubi Unsynchronized data passing to child threac
2 | Network stack atm Misused test and test-and-set
3 | Network stack ax25 Misused test and test-and-set
4 | Network stack rds Use atomic instructions in non-atomic ways
5 | Network stack | net Iteripvs | Use atomic instructions in non-atomic ways
6 | Device driver | scsi/gladxxx Misused test and test-and-set

Table 4.2: Con rmed bugs from device drivers and network staskof Linux
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Chapter 5

Improved bug pattern matching
using semantic information

A syntactic bug pattern matching can nd the codes which may redts the
corresponding bug in executions. However, the detected codeymeat gener-
ate the error in any executions of the program. The possibilitpf a detected
code to actually occur the error depends on the possible contexvhere the
code would be executed. In syntactic bug pattern matching, thtechniques
pattern matches a code without considering whole program sttture. How-
ever, in order to understand possible contexts, the global (whe)lprogramming
understanding is unavoidable.

Reducing false alarm is important issue in static analysis. Gendlsaman-
ual bug validation requires as much human labor as manual budgtection.
Especially, for concurrency bugs, whole programming undersi@ding is neces-
sary for bug validation which is extremely hard for human codespection.

For a syntactic bug pattern match, the improved bug pattern mé&hing
technique additionally consider (1) a code which can be schddd in other
thread to occur concurrency errors, (2) a set of locks which mae held when
the pattern match is executed, (3) a possible shared variables the pattern
match in any executions. And we propose an idea of considering patondition
as context.

We developed an improved bug pattern matching for automatigalidation
of concurrency bugs detected from syntactic bug pattern matang. In this
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research, the technique is bound to the bug pattern matching@ut this tech-
nique can be also applied to other static analysis techniques fooncurrency
bug detection.

The improved bug pattern matching technique does not guaréee any
soundness or completeness of bug detection. But, the bug pattematching
results would give users better understanding of bug report andll be helpful
for their manual bug validation process. A bug pattern matchig result sug-
gests a possible scheduling error scenario with important contearformation.

5.1 Multiple Code Pattern Matching

In general, concurrency errors do not happen in single threakecution. At
least two concurrently executing threads are involved in caurrency bugs.
Syntactic bug pattern match only nds a code which may be exeted by one
thread in a concurrency error execution. A syntactic bug paérn match is
false alarm unless there is corresponding code which can be exed by other
thread concurrent at a time.

We extend the syntactic bug patterns into the corresponding nitithreaded
bug patterns. For a syntactic bug pattern, we additionally spaty the corre-
sponding code patterns. Syntactic bug pattern is pattern-mahed for each
function. A multithreaded bug patterns has (1) a set of code pgterns, and (2)
code pattern sets which may result the corresponding errors ihéir concurrent
executions.

In order to track whether a program location can be reached ia thread
execution or not, users should specify the function names whichn be started
for a thread starting routine. In a closed C program, threads stéing routines
include main function and interrupt handlers. In an open progam such as a
Linux Te system implementation, users can specify the system calbhdlers
and Linux APIs as threads starting routines.
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The detector traverse inter-procedural control-°ow graph stding from ev-
ery function in a given thread starting routine names. First, tle detector
pattern-matches the major code pattern for each reachablarfction. If a
match is found, the detector traverses the inter-proceduralontrol-°ow graph
to nd the minor code pattern match. If the detector nds a match for the
minor code pattern, it reports the pair of the major match andthe minor
match as a candidate bug.

In inter-procedural control-°ow graph, it is necessary to conder dynamic
thread creations. In our analysis, the tool recognizes the thad creation func-
tion (such aspthread _create() , kthread _start() ) to apply the traversal.
However, the following two scenarios are impossible: A major (nar) code
pattern match is detected from function a, and then in furthe traversal from
function A, there exists function B which creates a thread withfunction C.
And then a minor (major) code pattern is detected at a functiorD which is
reachable from function C.

These two matches will be never executed concurrently sinceetsynchro-
nization by thread creation. In this research, we do not consél thread join
operation which is necessary for much accurate analysis.

5.2 Lock Analysis

Two code pattern matches of a bug pattern cannot be executedrcurrently
if two code pattern matches are always guarded by a lock. Tormmve this type
of false alarm, the detector traverses the inter-procedurabatrol-°ow graph
starting from one of thread starting routines while it maintans the lockset. The
lock analysis technique computes the set of locks held when adhd starts
to execute a code at a particular program location. If therexésts one lock
which is always held at one program location and also at the ath program
location, the statements at these two program locations canhbe executed
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concurrently by the lock synchronization.

Eraser [26] proposes an approach to consider lockset at a progriaxcation
to understand the concurrent behavior of a program. This appeach has been
widely adopted by many concurrency bug detection techniqadan both static
analysis and dynamic analysis. Our lockset analysis techniquesisilar to the
lock analysis of RacerX [16]. RacerX aims to check lock discipgs of shared
variables using lockset. But our approach computes the locksedt the starting
point of each detected bug for checking whether two codes inbaig pattern
can be executed concurrently or not.

The lockset analysis technique traverses the inter-procedlireontrol-°ow
graph to maintain the lockset at each program locations. The gbrithm in-
cludes a lock to the set of currently held lock when it reachesstatement known
as the lock acquiring statement. In similar manner, the algahm excludes a
lock from the currently held lock set when it reaches a statemeknown as the
lock releasing statement. In general concurrent programs, maudlistinguish-
able locks are used through various acquiring and releasingeoations. Users
should specify which statement is recognized as acquiring (@leasing) oper-
ation of which lock. In the lock analysis technique, we invegjate reasonable
assumption to alleviate lock alias problem.

The detector reports a pair of matches as a bug if there existad inter-
procedural paths starting from thread starting routines to tke matching func-
tions and the locksets at the points of matches started are exslive. The
detector reports two paths and the lockset information to userfor supporting
user understanding.

The lockset analysis has two sources of inaccurate results. Onethge
inaccurate lock alias analysis, and the other is inaccuratedkset analysis. In
our approach, we do not distinguish two dynamically allocatetbcks of a type.
In general, computing accurate lockset for a program locatiois ditcult. In
our approach, we take a conservative analysis. Inaccurate iatprocedural
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LockAnalysis(TS, LA, LR, FS) { /* TS: thread spawning functions LA: lock acquiring functions,
LR: lock releasing functions, FS: function summaries */
foreach func in TS {
LS:={};
Analyze_A_Function(func, LS) }
}

Traverse_Function (Func, LS) { /* Func: an object of analysis target function
LS : current lockset */
if (visit(Func,LS) == true)
return cache(Func, LS) ;
if (Func in FS)
return LS U FSInc(Func) \ FSDec(Func) ;

stmts := the statement block of Func ;
Traverse_Stmts(stmts, LS) ;

}

Figure 5.1: The lock analysis algorithm for functions

Travere_Stmts(Stmts, LS) { /* Stmts: a statement block object

LS : current lockset */
stmt := Stmts.stmt ; /* the entrace statement of Stmts */
do {

if expr is a branching {
LS ={}

foreach branch in expr’s branches {
LS’ := LS’ U Analyze_A_Stmts (branch, LS) ; }
LS=1LS";}
else {
foreach expr in stmt.expressions {
LS := Analyze_An_Expression(expr, LS) ; }
stmt = stmt->next ; }
} while (stmt = NULL) ;
return LS ;

}

Figure 5.2: The lock analysis algorithm for statements
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Traverse_Expression (expr, LS) { /* Expr: an object of analysis target function
LS : current lockset */
do {
if expr is a function invocation {

func := the function that expr invokes ;

if (func in LA) LS := LS U Lock_Name(func) ;

else if (func in LR) LS := LS \ Lock_Name(func) ;

else LS := Traverse_Function(func, LS) ;

}

expr = expr->next ;
} while (expr == NULL) ;
return LS ;

}
Figure 5.3: The lock analysis algorithm for expressions

analysis may result inaccurate inter-procedural analysis. RacxX do not allow

up-propagation of lockset to avoid this propagation. In ourpproach, users can
additionally specify the e®ects to lockset as a function summaifynecessary.
Unless, the detector also ignores up-propagation e®ects.

5.3 Points-to Analysis

In this research, we apply a simple point-to analysis for reduwdj false positives
by non-shared variables. The enhanced syntactic bug pattern iiching nd
pairs of code fragments expected to result concurrency ersoin concurrent
executions. Among the code fragments in a detected bug pattemmatch, there
must exist at least one variable (or memory location) shared. Irhe syntactic
bug pattern matching, we assume that all pointers of the same tgpmay point
to the same memory location. This assumption is the most conserixa may
alias analysis criteria. For Linux Te system programs, it is ditcut to get
accurate points-to analysis result for the high complexity of @ata structures
and the limitation of partial code analysis.

By applying simple points-to analysis, we can eliminate false ptses
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static int proc_get_sb static struct inode * proc_alloc_inode

(struct file_system_type *fs_type, ..) { (struct super_block * sb) {
ej = PROC_I(sb->s_root->d_inode); ei = kmem_cache_alloc(proc_inode_cachep,
if (lei->pid) { GFP_KERNEL) ;
rcu_read_Tlock(); if (lei) return NULL
ei->pid = get_pid(find_pid_ns(1,ns)); ei->pid = NULL ;

rcu_read_unlock();

Figure 5.4. False positive caused by dynamic memory allocation

where a bug involving variable in a code fragment de nitely aaot be accessed
by the other code fragments. One trivial non shared variable & dynamically
allocated variable whose address is not assigned to any sharedialale. We
apply a points-to analysis technique to code fragment of a pattn match.

In Linux kernel, dynamic memory address spaces are allocatey talling
several library functions such askmalloc() , zmalloc() , etc. Using simple
points-to analysis, it is possible to check whether a dynamicalbllocated vari-
able is not shared or may be shared. The statements which accessyaain-
ically allocated non shared variable will not involve any corurrency errors.
Many Linux functions allocate a dynamic memory space and ag=it without
any locking until it is registered into a shared data structure. This is cor-
rect program, but the initialization access would be detecteas a data race
candidate since its absence of locking. From Linux kernel 226, we found a
code pattern match of the misused test-test-and-set bug patterit seems that
proc _alloc _inode() function accesses @aroc_inode object's pid eld with-
out any locking so that it might be harmful. However, it is not hamful since
ei in the interesting access is not shared variable. A similar idea employed
to static data race detection tool RELAY for Tltering out false positives by
initializations.

We assume that the names of functions used for allocating dynasmemory
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address space are known at the beginning of analysis. The alglonit notices a
pointer variable which is assigned as the return value of the mmery allocation
function calls. We recognize that a newly allocated memory ddess is non-
shared until it might become shared. The following operationare regard to
make the related memory address as shared. The address of the mmgnspace
is assigned to a shared variable. We regard global variables, peariables,
and their members as shared variables. We apply the points-to @gsis inter-
procedural manner so that we do not consider the e®ect of funatimvocations.
The syntactic pattern matching indicates the interesting acesses in a code
fragment. This technique is to assure that the variable in thenteresting
accesses is not non-shared variable. This technique may resalisé positive
since the lacks of context-sensitivity. However, this technigucan e®ectively
eliminate obvious false positives from the static bug pattern atching. This
technique inputs a target function, an interesting statementand a type of
interesting variable. For a given function, the technique tcks non-shared
variables in path-insensitive manner. The algorithm is desdred in Figure 5.5.

5.4 Experiment

We apply the improved pattern matching techniques to the terbug pattern
detectors. The improvement was done in two steps. For rst step, th&en
bug patterns are conceptually extended to include multitreaded features and
constraints on semantic information. For second step, We newlyegerate
the ten bug pattern detectors considering semantic informatn. In order to
synthesize the improved bug pattern detector, we build a set okemplates
upon EDG parser. This template supports inter-procedural cdrol-°ow graph
traversal while it maintains semantic information.

We apply the improved bug pattern detectors to the previouslyarged 9
Linux Te systems. Firgure 5.4 show the number of suspected bug repen
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Points_to_stmts (Statement start_stmt, Set non_shared,
Statement target_stmt, Variable target_var){

stmt := target_func.entry ;
non_shared := {} ;

do {
if stmt is an assignment operation{
if stmt.right is dynamic memory allocation {

non_shared := non_shared U stmt.left ; }
if stmt.right is in non_shared AND stmt.left is local {
non_shared := non_shared U stmt.left ; }

if stmt.right is in non_shared AND stmt.left is shared {
non_shared := non_shared \ stmt.left ; }}
if stmt is a branching {
foreach stmti in stmt.branches {

non_shared := Points_to_stmt(stmt.branches, non_shared, target_stmt, target_var);}}
if stmt is a Toop {
non_shared := Points_to_stmt(stmt.body, non_shared, target_stmt, target_var) ; }

stmt = stmt->next ;
} while (stmt != target_stmt) ;

if target_var is in non-shared { return false ; }

else { return true ; }

}

Figure 5.5: The points-to analysis algorithm

by the improved bug pattern detectors. The number is a paraehesis is the
corresponding result by the previous bug pattern detector. Ishows that the
semantic information reduces the number of bugs reports froh®5 to 80 (41%).
This result indicate that the improved pattern matching tecmiques using se-
mantic information e®ectively reduce the false alarm ratio inoncurrency bug
detection.

We had experiments to show the e®ectiveness of each semanticrmédion
in false alarm reducing. For misused test and test-and-set pattexection, we
selectively applied three di®erent types of semantic informan. The result on
Figure 5.5 show that the multiple pattern matching reduces ahost halve of
false alarms. The lock analysis upon the multiple pattern matehg contributes
to reduce additional 20% of false alarms.
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Pattern Ext2 Ext3 Ext4 NFS Reiser SysFS Proc UDF BtrFS Total
FS FS

Use Atomic Instructions in 0 0 0 1 1 0 0 0 1 3

Non-Atomic Ways

No Memory Barrier After 0 0 0 0 0 0 0 0 0 0

Object Initialization

Waiting Already Finished 0 0 0 0 0 0 0 0 6 6

Thread

Unsynchronized Data 0 0 0 0 0 0 0 0 1 1

Passing to Child Thread

Misused Test and Test- 6 11 11 6 10 7 4 7 9 65

and-Set

Busy-waiting on Atomic 0 0 0 0 0 0 0 0 0 0

Variable without Memory

Barrier

Unlock Before 1/0 Opera- 0 0 0 0 0 0 0 0 0 0

tions

Unintended Big  Kernel 0 0 0 1 3 0 0 1 1 5

Lock Releasing

Releasing and Re-taking 0 0 0 0 0 0 0 0 0 0

Outer Locks

Waiting with Lock Held 0 0 0 0 0 0 0 0 0 0

Table 5.1: Suspected bug reported by the improved bug detemti techniques
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Ext2 Ext3 Ext4 NFS Reiser | SysFS | Proc UDF BtrFS Total
FS FS

Syntactic 13 19 18 15 18 18 12 15 17 145
+ Multiple 9 14 14 9 13 11 7 10 14 101
+ Multiple 9 11 11 9 13 11 7 10 13 94
+ Lockset
+ Multiple 6 11 11 6 10 8 4 7 11 74
+ Points-to
+ Multiple 6 8 8 6 10 7 4 7 9 65
+ Lockset
+ Points-to

Table 5.2: E®ect of di®erent combinations of semantic informam considera-
tion to misused test and test-and-set bug pattern matching
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Chapter 6

Conclusion

In this research, we propose the pattern-driven concurrencyf detection tech-
niques primilary targeting for Linux kernel. The bug patten dectection tech-
nique aims to supplement the lock-based concurrency bug ddien techniques
by covering the bugs with various synchronization primitive. We develop the
bug detection techniques in two steps: First step is de ning the lgupatterns
to detect concurrency bugs, and second step is improving pattematching
techniques.

We study the nature of real world concurrency bugs by surveyingreviously
reported bugs from Linux File System. The study includes the aysis to
symptom, fault, and resolution of each bug. As a result of the studywe
construct the classi cation with "ve attributes to diagnose concuency bugs.

Based on previously reported bugs, we de ne ten concurrency bugtp
terns. These bug patterns are mainly proposed to specify concency bugs
which are not appropriate to be detected by the conventiondbck-based bug
detection techniques. And then we compose the bug pattern detercs for the
ten concurrency bug patterns. We show that the result of applyonthese bug
pattern detectors to Linux kernel 2.6.30.4.

We improve the bug pattern detection by supplementing semarttiinfor-
mation speci cation in bug pattern de nition. The improved bug pattern
matching techniques signi canlly reduce the false positive rat with respect
to syntactic pattern matching. Based on C parser, we implemente improved
bug pattern detectors. The analysis result indicates that the arrelating se-
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mantic information to pattern matching enhance the correcgtess of analysis
result.
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Appendix

Classi cation of Concurrency Bugs
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Figure 6.1: Classi cation with respect to symptom and fault

Figure 6.2: Classi cation with respect to symptom and synchronizin prim-
itive
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Figure 6.3: Classi cation with respect to symptom and granularit

Figure 6.4: Classi cation with respect to fault and synchronizabn primitive
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Figure 6.5: Classi cation with respect to fault and granularity

Figure 6.6: Classi cation with respect to synchronization grarlarity and syn-
chronization primitive
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