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Abstract Static analysis tools have been widely used
to improve software reliability. However, static analysis
tools have limitations that can generate false alarms and
can miss real bugs. This paper presents a comparative
study of three static analysis tools, Coverity, Sparrow,
and Clang analyzer, through a case study on a set of
buffer overflow benchmark programs and libexif 0.6.20 to
evaluate the effectiveness of the three static analysis
bug finding capability. Experiment
results on buffer overflow benchmark show that bug

tools in terms of a

detection capabilities of Coverity, Sparrow, and Clang
analyzer are 6.02%, 3.61%, and 0%, respectively and false
alarm ratios of Coverity, Sparrow, and Clang analyzer
are 2.41%, 1.20% and 0%, respectively. Experiment results
on libexif 0.6.20 show that Coverity, Sparrow, and Clang
analyzer detect 745 bugs and miss 6 out of 7 real bugs.
Thus, it is necessary to use other bug finding techniques
with static analysis techniques for achieving high soft-
ware reliability, because static analysis tools can miss
real bugs in target programs.
Keywords: static analysis, case study, coverity, sparrow,
clang analyzer
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¥ 1 Buffer overflow #lxvl= A3 Az}

Table 1 Experiment results of buffer overflow benchmark

Bug detection capability | False alarm ratio
Coverity 6.02% 2.41%
Sparrow 3.61% 1.20%
Clang analyzer 0.00% 0.00%

¥ 2 libexif 0.6.20014 A Ax
Table 2 The number of generated alarms for libexif 0.6.20

CI
Coverity Sparrow ang
—analyzer
Real bugs 147 (84%) | 599  (95%) | 3 (100%)

(16%) | 33 (5%) | 0 (0%)
(100%) | 632 (100%) | 3 (100%)

False alarms 28
Total alarms | 175
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Fig. 1 Alarms generated by Coverity, Sparrow, and Clang analyzer
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Fig. 2 Real bugs and false alarms generated by Coverity
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Fig. 3 Real bugs and false alarms generated by Sparrow
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Fig. 4 Real bugs and false alarms generated by Clang analyzer
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406 void

407 exif loader get buf (ExifLoader *loader, const
408 unsigned char **buf, unsigned int *buf size)
409 |

413 if (!loader || (loader->data format ==
EL DATA FORMAT UNKNOWN)) f{
414 exif log (loader->log, EXIF LOG CODE DEBUG,

"ExifLoader", "Loader format unknown") ;

371 vr = exif get_rational (entry->data,
entry->order) ;
372 r = (double)vr.numerator / vr.denominator;

80 #define R2D(n) ((n).denominator ?

(double) (n) .numerator/ (n) .denominator : 0.0)

377 vr = exif get rational (entry->data,
entry->order) ;

378 r = R2D(vr) ;

13 5 exif-loader.collA] WASh= null pointer dereference
F
Fig. 5 Null pointer dereference error in exif-data.c
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