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Abstract To improve SW quality of defense weapon system, automatic and
systematic generation of test cases is necessary: however, that is not the case in the
traditional practice of labor-intensive and manual SW testing. The paper applies
concolic testing to the defense weapon system SW, effectively generates test cases
that achieve high coverage, and discovers defects which contributes to the
improvement in SW quality. Also, two methods are proposed using 4 search strategies
in concolic testing and using LIA logic, to increase the efficiency of concolic testing
for a program with high complexity. In addition, a symbolic modeling method is
proposed as an example to extend concolic testing for practitioners.
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Table 1. Code Statistics of Target Programs
from LIG nexl

Target Program #FunclLOC [#Branch|Achieved
Branch
Cov.

Prog1 2 29 40 35.0%
Prog2 15 184 133 10.5%
Prog3 28 149 46 32.6%
Prog4 7 123 64 64.1%
Prog5 32| 588 390 54.9%
Prog6 21 347 260 68.7%
Prog7 15 271 110 40.4%|
Prog8 28 424 284 42.7%
Prog9 200 294 203] 4.9%
Prog10 9 159 81 8.5%]
Prog11 4 77 80 25.0%
Prog12 10 136 50 36.0%
Prog13 51 726 581 60.2%|
Prog14 18 309 165 6.1%]
Prog15 26/ 395 151 53.5%
Prog16 26/ 461 316 43.7%
IAverage 19.5 292 184.6 36.7%
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Primitive E}Q] W= CROWN o] A|Z3t= API
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3.43 enum EtY
enum B}Y WAt O 3 olelel e b A4S
false alarm[13][14]2 ¥doz 2 97| T HE=
Hole ghe ZES AEY 4¥e otk Zlo] Fast
J"8 18 enum EFY W9 level &  enum oA
Aojgt g ool Aels g8 Aot 9w i 3
sttg JMIES A2y 258 Bdold

ansigned char coim;
WmffﬁZ‘F . S e
Ns_Loo_L o case 1 level = Ns._

NS_LOG
NS_LOG_LEVEL_
NS_LOG_LEVEL_CA UT\ON 50,

case 2: level = N!

NS_LOG_LEVEL_NOTICE = 60,

NS_| _LEVEL_INFO = 70,

NS LEVEL_DEBUG = 80,

NS_LOG_LEVEL_TR =90,

NS_LOG_LEVEL_VERBOSE = 100,
}NS_log_level_t

case 6: level = \i
case 7: level = NI UG
case 8: level = NS_LOG_LEVEL_TRACE; break;
case 9: level = NS_LOG_LEVEL_VERBOSE; break;
default: level = 110; break;

}
23 1. enum §Y J=9 ¥ HF

Figure 1. Symbolic Modeling of enum-type
variables
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ret_t function() {
unsigned char coin;
SYM_unsigned_char(coin);
if (coin) return SUCCESS;
else return FAIL;

}
B A DI I R R e B

Figure 2. Symbolic Modeling of Stub Function's
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Table 2. Branch Coverage Results achieved by

Concolic Testing and Random Testing

Target #TC  [Time [ConcolicRandom [Random
Program (s) Branch [Branch [Branch
ICov. (%)[Cov. Cov.
(Same # (Same
TC) (%) [Time) (%)

Prog1 6,144 111 100.0 77.5 77.5
Prog2 312 6 91.0 60.2 60.2
Prog3 27,841 366 87.0 2.2 2.2
Prog4 96 3 82.8 71.8 71.8
Prog5 43,974 2,361 82.3 55.4 55.4
Prog6 7 1 78.5 64.2 66.5
Prog7 35 14 78.2 50.0 50.0
Prog8 14 1 74.3 59.7 60.3
Prog9 100,000 4,900 73.1 4.9 4.9
Prog10 960 17 72.8 66.2, 704
Prog11 20 1 72.5 32.5 45.0
Prog12 100,000 2,427 72.0 54.0 54.0
Prog13 2660 34 71.1 61.7 59.5
Prog14 100,000 4,637 70.3 28.5 28.5
Prog15 4 55 61.6 59.8 61.8
Prog16 28,252 2,833 57.6 73 7.3
Average |25644.9 1110.6 76.6 47.2 48.5
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1 assert (*p == '>");

Cannot create TC that satisfies the condition (*p = '>')

I 6. assert =2 violate S[A] q= HLX
Figure 6. The Case where Program Never Violates
Assertion
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Tree Structure of Symbolic Path Formula

1 SYM uns ignedilong (ctx->state) ;

2 ctx->state = 1;
3

4 while (ctx->state) {... break; }

O Height 542 in
P (+ B 4 jteration

Cannot cover the case where the branch condition in
line 4 becomes false because the symbolic variable
ctx->state has a constant value during program
execution.

a2 7. 49A)] iteration oA A= A= A9 HE)

a= 1 o

7% 3 AWAOE 9 L5 dead £

Figure 3. Dead Branches

Figure 7. Format of Symbolic Path Formula in 4"
[teration

1 index = atoi (<symbolic string>)
2 if (0 > index) {...}

st
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Cannot cover the case where last line of the branch
condition is true when the symbolic string is not a
num;sric string (atoi function always return 0 in that
case).
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Figure 4. External Binary Library Functions
Concretizing Symbolic Variables
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1 frw_node_t *n =(frw_node_t *)malloc(...);
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Cannot cover 8 branches in the if body of line 3
because the branch checks for memory exhaustion of
variable n which is dynamically allocated in line 1.
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Figure 5. Branches that handle Memory
Exhaustion
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depol 2R Brluch 6.0%p o Eol YL
Progl2 o] 7% @yat 2rlo] xtolst gAY 2
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Auelae wATh E@ BE EZl Z2 I3
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Table 3. Comparison between DFS and 4 search

strategies
Target #TC DFS  DFS 4 4
Program Time [Branch [Strategy[Strategy
s) Cov. Time (s)Branch
(%) Cov. (%)
Prog9 100,000 4,900 731 2,597 77.6
Prog12 100,000 2,427 72.0 1,924 72.0
Prog14 100,000 4,637 70.3 3,917 84.2)
lAverage 100,000 3,988 72.0 2,813 78.0
4.6 RQ4 0| st ZE
# 4= CROWNO] 2= H2&5 "JMSHR] 23 3719
ZZ 30 ojgk CROWNBV =2A)at CREST(LIA
2A)o] Alg Auvtolct, & 5= CROWNoO] 25 ZHz22

gagh 2 30

2o,

o5t CROWN @} CREST 9] A3

L ARE A
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I 4. CROWN o] B& A25 AR 23t

Z 2728 3710 oist BV 2A&lu} LIA 24! ¥l
Table 4. Comparison of BV logic and LIA logic for
3 programs where CROWN did not execute all the

paths
Target BV Logic LIA Logic
Program DFS DFS |DFS |DFS #TC|DFS |DFS
#TC Time Branch Time [Branch
s) (Cov. (s) [Cov.
(%) (%)
Prog9 100,0004,900 73.1[2,583,433/4,900 74.1
Prog12 100,000[2,427| 72.0 1 1 50.0
Prog14 100,0004,637| 70.3] 42,526 71| 24.5
lAverage 100,000 3,988 72.0 875,3201,657 50.0

# 5. CROWNo] & 725 EPMst og 728
13 7hof] gt BV ZAatLIA 2A] "]
Table 5. Comparison of BV logic and LIA logic
for 13 programs where CROWN executed all the

paths
Target BV Logic LIA Logic
Program DFS |DFS DFS DFS [DFS |DFS
#TC [Time[Branch #TC [TimeBranch
s) [Cov. (%) (s) |Cov. (%)

Prog1 6,144 111 100.0 9 1 65.0

Prog2 312 6 91.0 62 4 90.2)

Prog3  |27,841| 366 87.027,841 48 87.0

Prog4 96 3 82.8 9 1 82.8

Prog5  43,97412,361 82.3/43,974 103 82.3]

Prog6 7| 1 78.5 71 1 78.5

Prog7 35 14 78.2 35 1 78.2)

Prog8 14 1 74.3 14 1 74.3

Prog10 960 17 72.8 1 1 5.0

Prog11 20 1 72.5 1 1 3.8

Prog13 2660 34 71.1] 2,660 4 711

Prog15 4 55 61.6 4 55 54.1

Prog16 |28,252]2,833) 57.628,252] 93 57.6

Average | 8,486 447 78.0 7,920 24 64.0
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CREST unsigned int (EventTypes);

if (EventTypes & EVENT_TYFE UEQ) {...}
if (EventTypes & EVENT TYPE UE1l) {...}
if (EventTypes & EVENT TYPE UE2) {...}
if (EventIypes & EVENT TYPE MSG) {...}

O 8. Progll T2 38 13

Figure 8. Program Structure of Progll
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