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Abstract C compilers for 8-bit MCUs used in washing machines and refrigerators often do not
follow the C standard to improve runtime performance. Developers who are unaware of the difference
between C compilers following the C standard and the C compilers for 8-bit MCU can cause bugs that
do not appear in the standard C environment but appear in the embedded systems using 8-bit MCUs.
It is difficult for bug detectors that assume the standard C environment to detect such bugs. In this
paper, we introduce integer promotion bugs caused by the different integer promotion rules of the C
compilers for 8-bit MCU from the C standard and propose 5 bug patterns where the integer promotion
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bugs occur. We have developed an integer promotion bug detection tool and applied it to the washing

machine control software developed by the LG electronics. The integer promotion bug detection tool

successfully detected 27 integer promotion bugs in the washing machine control software.

Keywords: software testing, embedded software, integer promotion bug, dynamic symbolic execution

1.ME2

FEE WA A="S AMgSe AlEFS 948
Fo A whEtar ok ol#fg WAdE A=l AA
1742 oF 200299 Sutsta vid 9% oo AFE

HAY1] oldet F4% Ao wat, W L=
deoje] FHE I E A T3 FLIAT Uk
olgigt AH A8l AlFolA 8-bit MCU (Micro
Controller Unit)e] A1 2= AA MCU A& <F
40%E AAT B2 AheteH2]. o]H 3 8-bit MCU
of 53ld AZEg AT BAse Hae 5F Al
28 Yol Auk wbgslE 2 spizlsoe] 9A8ty] o#e
A= B3t o] s AEste W digh A=
FE5k Aol

8-bit MCU| 538 AZEojor] BAs= W
Fole dEH R F5 3 o] FF CoF gt ¢
AEeE A4 Hinteger promotion) W17} Utk A
T ol C Z2agol A A5 A77h
PR 2 A9 FAA AFIHE GEFHoFE
intgo = WMt oty C Xl wet A S
SYske HE C PuLeoke el IF 8-bit MCU

H

>

o
e B
=]

(m o

o0

o

Al B G o] HEEHA S F AvE S B2
et @3ttt

E =FdAe 8-bit MCU HAd=E AMHEE of 2
A = Qe A FF HaE st 5 23 W
a5 aRHo=E ©AE] 9% HE UIHES Atk
A & Wt AT F de A TR A &
Z ¥ HgeEsS C ZEaYW I FF Z7(syntactic
condition)¥} T A4kzLe] Zk ZZ(semantic condition)
< AMEEt A9 Stk A 2 W dide] 9
Ag wEs ¢ =2ay I=t gdos

A

=
34 Wag WA & gen xZzay 43

K o £

4

2
3

TES WSS ZEoA ydixte] g =4
< WS W Z5 g vl wAdh 283 Z5
g s AAZ AEsr] 98 83 4% 53
A HE AHEet 2= 2 2707 IAA
o] Fk 2UE AAME & ' WS AAEAT
< A5 FF 2 gA 7ol aRHIE B
°]7] $18 Clang/LLVM [3]& ©]&3l] A4 2 o
a Y AEVIE sk LGHAY] AlE] Ao &
ZEYoJ(F 41IKLOCTHE CaE)o] Hgstdet 1 2
7 Aody A4S R AEst A dAske 279
A g Was BAT & AN
B =%9] 7]9%(contribution) & tHS-3} 2t}
«8-bit MCU HIpde]o] B4 &7 73] CEFH ot
£ uf BAse A5 Y s anyos FAs}
7] 91 A FFY A5 2 W2 dihS AR
AT 7 ¥ A&7 A3 ARE Fol7] 98
T4 71 A8 7] AFstE fYl "aE" 7S
83 AR AR AA 7IHE AdsHATh
cLGAAY AE7] Aol AZEY 0] Al ATE E3
AlRbete 7ol AAl WY AZESoY] A &
5

4 Wag ERHoE BART A% AnE AAY

& 9ee Fstan

el e ted Ut 2gdNE B avE
a7feka 3gNNE A5 B W HEe R 4
FAAE BH B4 e ASHA A5 B9 W
B2 gAs] 9 PEe A9sa 5Pl F4
N5 AW We BEst] 4A 2o AR BnE
A e Auan. gL Al ATE Fa
Akske Aol e AuEch viAEes T4
B AT AR AN =ES vhr

35 B Wae A5 Wse) Al meh da
AN o AReA 2el BASE LR A o
%9 A5 93 WAz 2 5 Aok A5 93 was
CEEE g

A& AEI) S
242 55 AU AUH45] "HERIY vloly g =
& 54 instrumentation & A& ©A FFE A
A3t=l6,71 WHS ety RICHMl= A9d gl
24 s st A @39 F A5FAA 22

L)
o
Wy
o



694 AR A =8A A4378 A63(2016. 6)

trt
of¢

As5goz W wf LAY = J= 3k H
< 84549t} I0C[E1E C Zzade] olo] ok
oo e e FZHundefined behavior) o2
A @31S FA7] 93 =7olth Ao el
A F4S Adste] ZEado] AYPHUN HE %

].

[
AR L e U

[«

] =R HAs BRICK[6]S Valgrind[8] &

L
(

AHgste] ATUE wlolUel xZzage] A4 ¥

tlo
o

3
ol
289tk SmartFuzz[7]= BRICKZ FU35HA
Valgrind =78 AM-3te] nlojyg] Z2a8S 743
£ T7o|th SmartFuzze <3 T2 23] 313y
oAlX B4 d@RS HANE ! ol 54 Vs A9 Y]
HE &85l 2502 HZ2E Ao|~E AT A
HIAE =9 Yzt

- =

B oA 2% A 93 H2E VHELS Aody
7} C BFS wEta 7St gl7] wiitel Autdy
7} C BFS rdog wax gE A9 Sashs
A B s gx5kx E3ith 2 =F& gukEel
A4 YR Wzt obd 8-bit MCU 5¢] S3t9 thi
Z9EY C AGLHE AT u B H5 2
HIE &X5 7|E9 7Ye] 21 Eate A2 2}
239 HI1E HEIG

0

=+

ol

=8

rr _E_

O

. 2

o A
(@)
[kl
it
u
i)
to
(@}
o
iy
dot
ol

23S FA(promotion) 3+ F AXS 5
g3ich ¥ 8-bit MCUARY#E C T2
T B flo] FdiAte] ARY ag=

h o

£

o], 29 19 g 09 4HA ZolA] result
e EFE CE AMESIE AZEYo)9 8-bit MCUL

S FAHERA opl, op29] S TS Aol opl,
op2E AFPoz A5 FAste] ALSERZ opl +
op27t AFEoE AXNHI resulte] 4000] Eoj7ith
) 8-bit MCU2 &2ZEgolE opl, op29] AEH<

PEQE BAY 202 94 94 S, opl +op27t
Pt FAYe AU 2565 zHshiA Yol

1 wvoid £(){

2 unsigned char opl = 200;

3 unsigned char op2 = 200;

4 int result = opl + op2; }
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Fig. 1 An integer promotion bug example
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Table 1 Integer promotion bug patterns

Syntactic condition

No. Semantic condition
Operator type Operand type
is uchar and ~p is stored to an
1 ~p p © 'p All values of p
integral type variable
. . Either (1) p==-128 where p is schar or (2)
2 -p p is schar or uchar .
p!=0 where p is uchar
3 p+d, p*q, p is schar or uchar, and A result of an operation cannot be
. p-q, p<<q q is schar or uchar represented as schar or unsigned char
p/a, p%aq, piq, pa,
4 p==q, p!=q, p<q, p<=q, Either (1) p is schar and q is uchar Either (1) p is schar and p<0 or (2) q is
p>q, p>=q or (2) p is uchar and q is schar schar and q<0
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int main() {
unsigned char x = rand();
unsigned char y = rand();
if(x<10 && y<20) { foo(x, y):} }

void foo (unsigned char x,
unsigned char y) {
int a = x + y; }
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Fig. 2 An example code for static range analysis
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1 /% x, y, z: MNEZ B3 x/
2 int max(int x, int y, int
3 if (x>=y){

4 if (x>=z)

5 return x;

6 else return z;
7 lelse if (y>=z)

8 return y;

9 else return z;}
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Fig. 3 An example program that has 3 branches and its

Al oY 9 Ay A=

execution paths(taken from [10])

9] if 2Fo] WEIHA Ha oA Z2ao] F
=} “H AE Aok 27024 (x>=y) A\ (x>=z)7} BFET}

M2 A3 HAZE HYste H2E AolxE A4
317 HEH vixe A2 24 x>=z & 34 A A
2 21 xo=y)Ax<z) & A3t AY =70 A7)
(constraint solver)E& AMg3lA HZ A& U
HAE Aolx x=0, y=0, z=1 & AT} o] HFS
=4 7|5 o] = w7lRA HPio}ﬂ] Hr}
5.2 XIsEtE 7R HAE J|HS

tm%

TR HEE = X S
5 Ay e }%o}oq AgoE AYSHE el
oW 5 (09 RE stelEst (07 Agske ®
A R N
AR 107 BRI RE F4E A g2 d
e 42y 29 @42 BAT F 488 HaE =
A/2q gl B9 15 A9 A19E A8 A

pake:] tﬂ
S 243} Primitive A&
AEY Y geo=z 44
0‘:]\’:'1

(o

o

o

1 o
:0'1:11

AR

e N ke
ofh
B
1=
Ir
>,
FI
©
mlo ol 09‘.
f

Lo
2 on oft
o

a
i
o
[

rlr —10
—Ll
N
__>.i‘
b s
[
=2
i)
:?L_’;
:OL_’4
oft
e
[

ool
Ay
i
o,
v
N
N
o
E
f
N
f
o X
o2
N r_?l_[
St N Ko
2 =
o o g
o T
T 2
e f
[ A )

>,
O
S

dordh o pt Ho X )
o, oY g

[ BN
it

_?L
<l JE"

e
(A
N

fr oMo 2 Xy o

M omp 2 ¢ |0 rr do 0

SV SV 1

%253 g 43 48 234
Table 2 Symbolic input setting

Input type

Symbolic input setting

Primitive type

Specify a symbolic input to an input variable according to the input variable type

Array type

Specify symbolic inputs to all elements according to the element’s type

Struct type

Specify symbolic inputs to all fields of the struct type according to each field's type

Pointer type
only once

Allocates memory space whose size is equal to pointee type and specify a symbolic input according
to the pointee type. If the pointee type is a struct or pointer type, the dereference chain is followed
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Table 3 The number of integer promotion bug alarms on LG washing machine control software

Semantic condition check
Syntactic condition check o . . Static range analysis +
Static range analysis . .
automated unit testing
27 23
True alarms 27 (~0%) (-14.8%)
58 27
False alarms 73
aise aanms (-205%) (-63.0%)
False alarm ratio 73.0% 68.2% 54.0%
85 50
Total al: 100 _
ol ararms (-15.0%) (-50.0%)

X 4 E;ﬂ A Azl A3 AR} 7HH1—;(]_‘4 AR B A 8ln

Table 4 Comparison of the number of alarms reported by dynamic analysis and developers’ manual analysis

Manual analysis result (ground truth)

True alarms False alarms Total alarms
) Assert() is violated 23 27 50
Dynarmc Assert() is not violated Assert() is executed 2 30 32
analysis . X
(False negative) Assert() is not executed 2 1 3
result
Total 27 58 85
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