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Abstract Command line option determines how Command Line Interface (CLI) program executes.
Therefore, selecting and using proper command line options determines the performance and

effectiveness of testing in terms of coverage and bug detection power. In this paper, we propose PAW
(Program option-AWare fuzzer) which automatically selects useful command line options to improve
the effectiveness of fuzz testing. In the first 10% of fuzzing time, PAW generates diverse command
line options by mutating existing options, and it decides which options are useful ones using branch
coverage. For the remaining 90% of the time, PAW focuses on executing the selected, useful options
for effective testing. We implemented PAW on top of AFL++ which is the state-of-the-art fuzzer, and
we evaluated PAW on ten real-world C programs by comparing coverage with AFL++ and Angora.
PAW showed higher branch coverage results and crash detection power on the ten C programs.
Keywords: fuzzing, command line option, test case generation, coverage improvement, software
testing
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Table 1 Test subject programs

Program LoC # prog. opt
bison 102,910 54
cflow 37,107 45
cjpeg 10,499 37
jasper 29,498 16
nasm 103,626 33
nm 437,342 55
sam2p 25,624 48
tiff2pdf 8,234 35
tiff2ps 5,646 27
xmllint 11,285 94
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Table 2 The average branch coverage and the total
number of crashes detected by PAW and the
state of the art fuzzers)

AFL++ Angora PAW
Program
Br.Cov | #bug | Br.Cov | #bug | Br.Cov | #bug

bison 4880.8 1 3726.2 0 6258.4 3
cflow 1299.8 2 1234.8 2 1523.2 7
cjpeg 3317.2 0 3050.0 0 3741.8 0
jasper 1767.8 0 1653.6 0 3610.5 0
nasm 6175.8 1 5370.4 0 6434.2 6
nm 11056.8 6 5189.0 9| 10173.8 20
sam2p 175.0 0 175.0 0 3795.0 0
tiff2pdf 4203.4 0 4001.8 0 4335.2 0
tiff2ps 3356.6 0 3276.0 0 3300.4 0
xmllint 8458.0 0 24514 0] 133432 0
Average/sum 4469.1 10 3012.8 1" 5651.6 36
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Table 3 The results of PAW, PAW-all, and PAW-rnd)

Program PAW-all PAW-rnd PAW
Br.Cov | #bug | Br.Cov | #bug | Br.Cov | #bug

bison 6492.8 3 5817.2 0 6258.4 3
cflow 1517.0 4 1522.0 5 1523.2 7
cjpeg 3547.8 0 3733.8 0 3741.8 0
jasper 3538.4 0 2800.6 0 3610.5 0
nasm 5867.3 3 6445.0 3 6434.2 6
nm 10482.8 18 11098.0 18 10173.8 20
sam2p 4017.2 0 3512.8 0 3795.0 0
tiff2pdf 3905.8 0 3808.4 0 4335.2 0
tiff2ps 2356.4 0 2589.0 0 3300.4 0
xmllint 10670.6 0] 12113.0 0] 13343.2 0
Average/sum 5239.6 28 5344.0 26 5651.6 36

¥ 4 PAWS} PAW-no-selo] 243 H+ £7] #AH
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Table 4 The results of PAW and PAW-no-sel

Program PAW-no-sel PAW
Br. Cov | #bug Br. Cov | #bug
bison 62324 0 6258.4 3
cflow 1506.0 2 1523.2 7
cjpeg 2528.6 0 3741.8 0
jasper 3843.0 0 3610.5 0
nasm 5956.0 2 6434.2 6
nm 4667.8 0| 10173.8 20
sam2p 3828.2 0 3795.0 0
tiff2pdf 2954.8 0 4335.2 0

tiff2ps 1951.2 0 33004

xmllint 12148.6 0| 13343.2 0
Average/sum 4561.7 4 5651.6 36
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