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Abstract

Concolic testing technique which dynamically generates test cases using symbolic execution and concrete
inputs is widely used in many industry field. One of the main obstacles to improve the coverage of concolic testing
is value-concretization of symbolic variables. The concretization occurs when the execution path includes
operations which are not supported by concolic testing tool, and it may fail to cover expected execution path.

To overcome this limitation, | have implemented symbolic array index operations in concolic testing tool
CREST to achieve high branch coverage. However, symbolic executions with symbolic array index operations
consume large amount of memory. | have proposed two optimization techniques to reduce the size of memory used
for the operations. The first technique is to remove redundant snapshots generated on every symbolic array index
dereference operation. The second technique is to store only updated memory elements on a new snapshot
compared to the previous snapshot. The experiment with four real-world programs including multi-sector read
show that the CREST which support symbolic array index operations supports high branch coverage than CREST.
Also, the optimization techniques consume only 8.60% of the memory use and 23.66% of the total execution time
of CREST without optimizing technique on multi-sector read. The result shows that the concolic testing technique
using symbolic array index operations with the optimization techniques can achieve high branch coverage with

efficient memory use and execution time.

Keywords Concolic Testing, Symbolic Execution, Symbolic Array Index Operation, Automated Software Testing
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0l: #include <crest.h>

02: int main () {

03: int x, vy

04: CREST int (x); CREST int(y):;
05: testme (x, y);

06: }

07: void testme (int x, int y) {
08: int z = 2*y;

09: if (z == x){

10: if(x > y+5)

11: Error () ;

12: }

13: 1}

29 2.1 Concolic H2®W S AHslry] 93k T2 13 oA

|

2¥y ==X
false Nue
X>y+5
false ; ; true

Error

a7 2.2 testme() &9 A3 EF
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0l: #include <crest.h>

02: int main () {

03: int af4] = {1,2,3,4};
04: CREST int (x);

05: if (alx] == 2){

06: Error();

07: }

08: return 0O;

09: }
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ojde] AaE A ke A HARE mEt TR0 FPHEF AR HAE 48 @S s
9 Zojtt, ol AR 279 Eo AFE {x<=yt5rS FAT Ay, F, {x=2xy} A {oyth S d
Aete], A2 H2E 918 g {x=20, y=10}E& FF22ZH o]Foirt. A2 HAE ¥
2 1094 =2 ERROR ol EE3stes stth. 71 § concolic HI2®2 X2 BE A8 7
27F AAENES g8, HEE 49 g AA

g Ef= ¥ 2,19 Pt

o

F st} olFEA AAH testme() T A

2.1.3 Concolic H2H2 3A A

o Aue WMo gk Axste] A

AEY Ag] gt AAS s gYst F2E AdA 7| 7] AHZAE ol o] A
Aol & 4 9rt}l. Concolic HAHAAE AA toxE A TS 2A3ysty] wjiod 5 &

®  (RESTA 4]

i

o Wl gk Azt BAl oA
% 2.3& Concolic HI2® Z= F &bl CRESTOlA AEe wfo) gk AAst= <ls] A

W 5@ 27] Avel Aslehs Zzadel djelth, A% W xo Az 9 gl 0ol

i)

. 59Al 2 FAT W Celse’ E71E AW alx] 1= 20k A2 270 A4A. 3

A9k CRESTE alx]ghs A& wjd Fx A4S (dshA] 7] v a[x] o2l

St Fdsta, AdE AEe A= A =21 0 1= 28 F

g WHE7F E3E A k7] wFo] UNSATo] e Al fth. wjio] 7153 RE A2E g3
p=R

Basta FRsHA @, A



0l: #include <crest.h>
02: int main () {

03: int x, vy

04: CREST int (x); CREST int(y):;
05: foo(x, vy);

06: }

07: wvoid foo(int x, int y) {
08: int af4];

09: al[0] = x; a[l] = 0;
10: alz2] = 1; al3] = 2;
11: if(alx] == aly]l + 2){
12: Error () ;

13: }

14: }

Symbolic Map
Address = Value
&x X
&y Y o HMEy 1194 = alx]
e o sk
Concrete Map Start: a Start: a
Address = Value Size: 4 Size: 4
&x 0 Sym. map: || Sym. map:
&y 1 &al0] > X &a[0]-> X -
&a[l] >0 &a[l]->0 2l
&a2]->1 &a[2]->1 |
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e
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01:
02:
03:
04:
05:
06:
07:
08:
09:
10:
11:
12:
13:
14:
15:
16:

#include <crest.h>
int main () {

int x, y;

CREST int (x); CREST int(y):;

bar(x, vy);
}
void bar (int x, int y) {
int af[4] = {0};
al0] = x; all] = 0;
alz2] = 0; al3] = 2;
if(a[x] == aly]l + 2){
alz2] = 2;
if(a[x] == alyl)
Error ()
}
}
SR 31 ARY e Qs Rz kel BAH AW A oA
Aed W
%3’_0315\1] %Eog";]lﬂvﬂ s o;jf"‘a] Address ~ Value
— &x X
Start: a Start: a Start: a
Size: 4 Size: 4 Size: 4 &y Y
Sym. map: Sym. map: Sym. map: Ak
&a[0]->0 &al0] > X &a[0] > X Address ~ Value
&a[1]->0 &a[1]->0 &a[1]->0
&a[2] >0 &a[2] >0 &al2] > 2 &x 3
&a[3]->0 &al3]->2 &a[3]->2 &y 1
2.0 @
1194 & alx] 1A Z aly] 1394 = alx] 1394 = alyl =
ERESTS: BIESLE o) sk BREP Ll
Start: a Start: a Start: a Start: a ||
Size: 4 Size: 4 Size: 4 Size: 4
AU A
Sym. map: Sym. map: Sym. map: Sym. map:
&al0] > X &al0] > X &a[0]> X &a[0] > X
&a[l]->0 &a[l]->0 &a[l]->0 &a[l]->0
&a[2]->0 &al2]->0 &al2]->2 &al2]>2
&al3]->2 &al3]->2 &a[3]->2 &a[3]->2 0| E
2 3.2 71 AR w BE <bel Ay A4 9

A3 AEY W<E

<

& e Qs Hx Aske] A
DA AHE AR D dEs Fx AN My R9e vre A§Y
i BAgel A%, ol wme wde] Fxsh 2] Aol o W
NBY A2 A% 24 APAEL AR 9 Qe WE 5 A HF
st Fx QNS F4% gtk vl 295 B4 Wil
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o] A&H 0w

s e
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CREST int (x);
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int a[4]
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Sym. map:
&a[0]-> 0
&a[l]->0
&a[2]->0
&a[3]->0

Start: a
Size: 4

Sym. map:
&a[0] > X
&a[l]->0
&a[2]-> a[x]

114 & alx]
o] Zyisk
Start: a
Size: 4

Sym. map:
&a[0] > X
&a[l]->0
&a[2]->0
&a[3]->0

&a[3] > alx]
¥

1294 & alx]
o] 2k
Start: a
Size: 4

Sym. map:

&a[0] > X

&a[l]->0
&a[2] > a[x]

>

&a[3]->0

= alx]
E P
Start: a
Size: 4

Sym. map:
&a[0] > X
&a[l]->0
&a[2]->0

1194 % alx]
of 2k
Start: a
Size: 4

Sym. map:
&a[0] > X
&a[l]-=>0
&a[2]->0
&a[3]->0

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
I
&a[3]->0 :
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|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

a9

i i i i
oo | ! #& vz |
i | e i : 39 !
| 4 ! |
i : [ | Start: a A % alx | |
| Start: a ! | Size: 4 o] AR
| | ! | \ 9] YAk |
| | Size: 4 | i |
| : ! | Sym. map: Start: a :
: | Sym.map _ : : &a[0] > X Size: 4 |
| 1| &a[0]>X 1194 alx] | | &a[1]> 0 |
: : &a[l]1->0 o Ak : \ &a[2] > a[x]+— Sym. map: :
i || &aR2]->alxl4+—|  Start:a | : &a[3]>0 &a[0]->X | |
: : &a[3]->0 Size: 4 : | &a[l]->0 :
I &a[2]-> 0

| | | — |
| : Sym. map: || : —— &a[3]->0 :
| |

&a[0]-> X I
| | I ; = !
| | &l1]>0 | L '
! : &p2]>0 | | = :
| | &a[3]>0 | : Start: a 1184 2 alx] |
| : | | Size: 4 o Ak :
! |
: : : | Sym. map: Start: a :

i . : o

: : : i &a[0] > X Size: 4 :
| | | : &a[1]->0 Sym. map: |
| ! | 1| &a[2]-> a[x] =—>] S |
| | | H “gap1=0 &a[0] > X I
! : ! | &a[1]->0 :
i | | : &a[2]-> 0 |
: : : | &a[3]->0 :
I L] I T !
P h
I . [
: fa v :
| kil |
: Start: a :
: Size: 4 :
! 1204 % alx] 1A % alx] '
| Sym. map: o i%éi;k ¥ o éé‘ﬂ;\k X |
: &a[0]> X :
\ &a[l]->0 Start: a Start: a |
| &a[2] > a[x]=— Size: 4 Size: 4 |
| &a[3] > alx]— TaA % als] l
| Sym. map: o] ssk Sym. map: |
: &a[0]-> X : &a[0] > X !
| &a[l]->0 S‘,a“;: &a[1]->0 |
i &ap2] > alx]——|  Size: &a2] >0 |
: &a[3]-> 0 &a[3]->0 :
i Sym. map: i
i &a[0] > X i
| &a[1]->0 !
: &a[2] >0 I
| &a[3]->0 |
I S |
| ) 4 ¥ ’
| |
| |
| |
| |
L | 1394 = alx] 1394 Z aly |
| o 2k 1195 = alx] o] 2k 11A4 = alx] |
: Start: a ol 2wt Start: a o sk :
| Size: 4 Start: a Size: 4 Start: a |
: Size: 4 Size: 4 :
| Sym. map: Sym. map: |
: &a[0] > X Sym. map: &a[0] > X Sym. map: :
1| &a11>0 &a[0] > X &a[1]->0 &a[0] > X i
: &a[2] > a[x] &a[l]>0 &a[2]-> a[x] &a[l]->0 :
\ &a[3]-> a[x] =t 125 £ alx] &a[2]-> 0 &a[3] -> a[x]=—r—>] 194 = alx] &al2]->0 |
: BEPNE A &a[3]->0 [SENE P &a[3]->0 :
: Start: a Start: a :
| Size: 4 1194 & alx] Size: 4 1A = alx] |
| o sk o] ik |
: Sym. map: Start: a Sym. map: Start: a :
| &al0] > X Size: 4 &a[0] > X Size: 4 |
: &a[1]->0 ~T] &a[l]->0 T :
| &a[2] > a[x] Sym. map: &a[2] > a[x] Sym. map: |
: &a[3]->0 &a[0] > X &a[3]->0 &af0]>X | |
| &a[l]->0 &a[l]-> 0 |
: &a[2] >0 &a[2] >0 :
| &a[3]-> 0 &a[3]->0 i
| |
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0 Zeoaw | A | wwel & i
Sort 36 10, 20, X+ 30 | Synthesized Code
parse_tilde 309 96 | GNU glibc-2.239] word-expansion
parse_qtd_backslach 199 32 | GNU glibc-2.239] word-expansion
__hsearch_r 241 30 | GNU glibc-2.239] hash table

0l: #define ARRSIZE 5
02: #define ITER# 5
03: 1int swap(int* a, int* Db) {

04: int tmp = *a; *a = *b; *b = tmp;
05: }

06: 1int main() {

07: int a,b;

08: int array[ARRSIZE]={0,1,2,3,...};
09: // Ascending order array

10: for (int i=0; i<ITER#;1i++) {

11: CREST int (a);

12: CREST int (b);

13: swap (&arraylal, &arraylb]l);
14: }

15: if (array[0] > arrayl[l] &&

16: array[l] > arrayl[2] &&...){
17: printf ("ASSERT!!\n");

18: //Descending order Array

19: }

20: return 0;

21: '}
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2% 4.1 AR oAl TR Sorte] mEo|th. o] mRae Al A7]9) eEAE AE
ool B wjde] IE A 5 s A WMER Fa s duse] ghs wdehe A9l
Aol Wk Slewks s WAk wid® vbrs ZRageln. of e ad iR Wi
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AAEJAEAE A2 3l CRESTAIM = && 20 EA- B7|2 Heshy] & wd
HAae Jhgo 2ujukE o] 7)ol EAsH €t
3N A 2w F 2/ TR N Z2AETL Y2/ Alzagloa dgst
C & gfolBgglE 83 GNU glibe version 2.23[28]o A AF&HCT), o] & 2719 2138
posix AL wWZ+ wordexpol A& = parse_tilde <9} parse_qtd_backslash $Fg=o|t}.
= (~) =+ YEEY FALRE woFE Vlss T
parse_qtd_backslash $t4= W% WH-o WM& A (back-slash) A} 2 g A4S WX
7F 9l W BVst Y SRR vHrE V)es FAET. odE 5o, wEdE WFo \su \"E
s} n2 wpFojEth, YA e 22 ae §4] g Fd AM8E = __hsearchr 3ol
th. o] = l(key) ot #h(value)S 7H Fx2AE9] wid 3|41 EHo|E(hash table)ollA] 7]
gl dA sk wE Fol W e, o] TEaRES TEAeR WIS ARgetal jlal ddEx

groll whel A A=7F depiv

i
)
Ll

parse_tilde TFE &

=<

obA gk 37e] AAl 26 Concolic HIA®S Fast7] flate] HAE =gfolHE
AAstar AEy Wg A4S Ageqltt.

® parse_tilde ¥+

o] &E HxY 7] A AeY W AAS dehdy] Al te 2ol gl Ad T
TS 7lAEA Y static int parse tilde(char **word, size t *word length,
size t *max length, const char *words, size t *offset, size t wordc). o] 71 A
**wordi WHEE & LAY ClAl *words7} EAX(~)E 37] 93] 7 A4S A5t wA<E
ojt}. o] F EAEL AEE wde Qldgx

=R A g ros \"\\:/\t'ro® mASAT, YA ExE FRS *word length,

Fx Aol £95E 3 AR 271F ARG

*max_length, *offset, wordcE &Y W= HA3IATE.
® parse_qtd_backslash &<
Word-expansion® parse_qtd_backslash &9 HAA FH& t}&3 At} static int

parse_gtd backslash(char **word, size t *word length, size t *max length,
24



const char *words, size t *offset). ©|+= parse_tilde &9 #pA|qt st H Q] worde
£ Afsta Fdgd, AE= W A4 A wordeE A9t s A EAT.

® _ hsearch_r 3

Hash table®] __hsearch_r ¥ U3 o] AAdx o] vt: int  hsearch r (ENTRY
item, ACTION action, ENTRY **retval, struct hsearch data *htab) . ] 7]A ENTRY
+ char* key® void* data® TAE TFxA|o]liL, acTIoN {FIND, ENTER}S] %S 2t enum
ElYo]th. hsearch data+t ENTRY wid¥} 1 wide] A7]& 7HA 2
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Sdo] AEH gee (gH)W A 4.9.2, AAE A= At 24S 7] ¢4 A& SMT solver=
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¥ 4.2 CREST-BVS} CREST-DEREFol A A H HAE = 3t 2 7] 4 v]al

CREST-BV CREST-DEREF
Target # of TC AW 7] # of TC AWk 7] F
/A 7] 5 /A 7] T
Sort (5, 5) 1 3/10 (30.00%) 5 10/10 (100.0%)
Sort (5, 10) 1 3/10 (30.00%) 5 10/10 (100.0%)
Sort (5, 15) 1 3/10 (30.00%) 5 10/10 (100.0%)
Sort (10, 5) 1 3/20 (15.00%) 10 20/20 (100.0%)
Sort (10, 10) 1 3/20 (15.00%) 10 20/20 (100.0%)
Sort (10, 15) 1 3/20 (15.00%) 10 20/20 (100.0%)
Sort (15, 5) 1 3/30 (10.00%) 11| 93/30 (76.67%)"
Sort (15, 10) 1 3/30 (10.00%) 15 30/30 (100.0%)
Sort (15, 15) 1 3/30 (10.00%) 13(N/A) 27/30 (90.00%)
parse_tilde 5 25/96 (26.04%) 41 49/96 (51.04%)
parse_qtd_backslash 2 18/32 (56.25%) 11 27/32 (84.38%)
__hsearch_r 39 23/30 (76.66%) 112 24/30 (80.00%)
3. i TR AYS =33 dA =7 A3 Agbe] 24x7F (MR A5 48417H & %

4.2.1 Q7 AR AEEY Mxe Fx A ALS T 271 AvEA P
4.2 ZF g T2 3ol thaf CREST-BVS} CREST-DEREFE 233l lS w AAE gAE
Aol = (# g o AA B71E ol tis] A BErEe]
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01l: static int parse gtd backslash(char **word, size t *word length,
02: size t *max length, const char *words, size t *offset) {
03: size t 1i;
04: ...
05: switch (words[1l+ *offset]) {
06: case '0': return WRDE SYNTAX;
07: case '\n':
08: ++ (*offset) ;
09: break;
10: case '”"':
11: case '"\\':
12: *word = w_addchar (*word, word length,
13: max length, words[l + *offset]);
14: b
15: }
13 4.2 parse_qtd_backslashollA] A& & Aqdx Hx AXF ALE oA
% 4.3 HA8 7Y AL 5ol e vRe AFSE v
Target Ao W= AFEE (MB) HE2e g84 (<100)
NoOPT (A) OPT1 (B) OPT1&2 (C) (B)/(A) (C)/(B)
Sort (5, 5) 67.60 15.55 15.27 23.00% 98.20%
Sort (5, 10) OOM 19.70 18.70 - 94 .92%
Sort (5, 15) OOM 35.06 32.87 - 93.75%
Sort (10, 5) 194 .48 19.64 19.28 10.10% 98.17%
Sort (10, 10) OOM 33.96 30.52 - 89.87%
Sort (10, 15) OOM 70.34 64 .58 - 91.81%
Sort (15, 5) N/A(>24h) 47 .49 46.32 - 97 .54%
Sort (15, 10) OOM 103.64 100.29 - 96.77%
Sort (15, 15) OOM N/A(>24h) N/A(>24h) - -
parse_tilde 23.24 22.50 22.36 96.82% 99.38%
parse_qtd_backslash 21.84 21.73 21.70 99.50% 99.86%
__hsearch_r 34.18 33.78 33.50 98.83% 99.17%
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CREST-DEREF7} CREST-BVH.T} 1 %2 AWAE GAs= AS HIdozn A



I 4.4 HAS 7Y A8 5ol whE HA" AIRE Hla
Target T3 A7 (s) AP ZEA (<100)
NoOPT (A) OPT1 (B) OPT1&2 (C) (B)/(A) (C)/(B)
Sort (5, 5) 3.35 2.35 1.50 70.15% 63.83%
Sort (5, 10) OOM(>11.40) 26.37 18.94 - 71.82%
Sort (5, 15) OOM(>10.84) 230.28 97.73 - 42.44%
Sort (10, 5) 1,597.76 122.12 105.96 7.64% 86.77%
Sort (10, 10) O0M(>11.47) 3,262.27 2,949.15 - 90.40%
Sort (10, 15) 00M(>10.63) 13,087.43 12,102.00 - 92.47%
Sort (15, 5) N/A(>24h) 2,875.21 2,551.46 - 88.74%
Sort (15, 10) 00M(>10.69) 79,651.43 63,517.21 - 79.74%
Sort (15, 15) O0M(>10.64) N/A(>24h) N/A(>24h) - -
parse_tilde 2.28 1.66 1.53 72.81% 92.17%
parse_qtd_backslash 0.49 0.49 0.46 100.00% 93.88%
__hsearch_r 51.01 29.23 29.18 57.30% 99.83%
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01:// Read the len amount of sectors starting from startLUN’th LU
02:// and store the data into buf

03:MSR (byte *buf, int startLUN, int len) {

04: curLUN = startLUN;

05: numScts = len;

06: pBuf = buf;

07:

08: while (numScts > 0) {

09:
10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22
23:
24:
25:
26:
27: '}

readScts = # of sectors to read in the current LU
numScts -= readScts;
while (readScts > 0) {

curPU = LU[curlUN]->firstPU;

while (curPU != NULL) {
while(...) {
conScts = # of consecutive Pses to read in curPU
offset = the starting offset of these consecutive Pses

}

// Copy data in the corresponding physical sectors
// into the read buffer

BML READ (pBuf, curPU, offset, conScts);

readScts = readScts - conScts;

pBuf = buf + conScts;

curPU = curPU->next;

}
curLUN++;

28: // check the requirement property
29: for(i=0;i<len;i++) { assert (buf[i]==LS[1i]); }

30:}

a9 5.1 o AlE ¢fr]e] oA mE?

A5 A @7 Os AE ¢171(MSR)

AHA AA T2 aHE = AE 7] (Multi-sector read, MSR)E A A A} OneNAND =2 A
9] device driver & 3tUE Z A WEFY 97 £52 Zo|7] il o7 e aAs

AEE Fol g J15S FAALO]. o TEaRe 17ER TAH Y3 BI)Ee

247Y o]t}

Po] i} mEE [9]0A AEH
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SAMO~SAM4  PUO~PU4 SAMO~SAM4  PUO~PU4

Sector0 1 0 |E 3 3| B
Sector 1 1 11 AB F 0 12 D

Sector2 | [P C 3 F
Sector 3 3 D 1 AIC| [E

(a) A distribution of (b) Another distribution of
“ABCDEF” “ABCDEF”

19 5.2 =2 AE ABCDEFY] M= & F 2 AE B¥°
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olth. MSRO] FFao] &S wj 217] W ¥ (read buffer)ol Zej4] wlxelol A€ vlo]g 7}
AE FAR SuE A AgE o] 9lojop gt

a9 5.1 v AH ¢7] 52 o)X ZEE YERT. AA FEe 15752 749 sy
o ol the Al St HE 998 BT

(D buf: ZYA dEZ oA deolHE ¢lo] AFd v &3t
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(2) startLuN: ¢7] 45 A& =8 Y F4&
(3) len: startLUN =g FE ¢S dojEel A7

)2 FolX A7) lenTHFo HOlHE o1& W 74 =2
WE w3En. T oHA apgEe] vhEE (1125 ) A4 =g fY9 =g AMEE 9ds 9
S u 744 wkEste] dlolEE o=tk Al WA W (13-24% &) A =g fYldd wEdE =
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W52 SAM Ele]E2] (i mod m)MA A 7h-d| shutell Rt A gE o] glojof gt

[V3-MSR: &2] % (PU)
IV4-MSR: =2 e (LS)

MSRS LS¢F PUNO] =712 Zbzb 5 < LS < 8, 4 < PU < 82 714 &= Qlth. =, LS¢} PUNY]
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01l: typedef struct SAMtype(

02: unsigned char offset[SECT PER U];
03: }SAM type;

04: typedef struct PUtype({

05: unsigned char sect[SECT PER U];
06: }PU_type;

07: const char *LS0="abcd”, *LS1="efgh”;
08: wvoid MSR TEST () {

09: SAM type SAM[NUM PUN]; PU_ type PU[NUM PUN];
10: for (i=0; i< NUM LS; i++){

11: unsigned char idxPU, idxSect;

12: CREST unsigned char (idxPU) ;

13: CREST unsigned char (idxSect);

14: PU[idxPU] .sect [idxSect]= LSO0[i];

15: SAM[idxPU] .offset[i]= idxSect;

16: }

17: ... MSR(...);

18: }

19 5.3 MSRe] A& W A

o
©
>
by
I

Z7Vghol|l uhel CREST-DEREF7Z}F dwii} wmzg] 9 A8 Aj7to] F7hst=x], 28l H A3 7]
S5t S w dep 2ozt Yi=A Elsin,

I% 5.3 NSRS HAHE] 98 dey Wes A A =S Ykt 1s (=
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to
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A A7 saMP pu (EF A 9o AUEE YRS idxpu9t idxSect WFE Ed A AT
=dl, o] MEEoe] mjde odag ALEFHTE, o] MEE Flof wlel 23 Aglo] gelx]7)

Ao o] A AES JuY Ws

5.3 A8 A}

¥ 5.1 CREST-DEREF7} F=o1%1 PU 7H4=¢} LS9 704 (MSR (PU#, LS#))= MSRS 2 &}l <
o AAE BHAE Ao~ =& el Ao|th. CREST-DEREFE= A& wjd Hx AxS x Y3t
7] wiiEol MSR ol A UElY 4= e BE AEE AT, MR g4 BE A9 gkl o

3 g BUbedt 2] SAlekA ornw FoA A FEE UERd PU JHSSE LS JHEel

=

& Aol A 100%] 71 AWM A (2471 E Edskadth. 3 5.1 CREST-DEREF= MSR= 4 338131
S o Y HAE Aolxeo 2 YUl Ao DFS AETFS AFL3) concolic HIZAES S35}
Q7 wWiEe] BE HAE Aolas A7 AR tE A AEE g Aotk PUSE LS| 3§l
B APl S wf 4847 oF Fafo] ALEHS
7] W RE HAE Aolxg AYsHA R,
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3 5.1 CREST-DEREFol A A E Bl2E 92 g 2 &7 § 8w
CREST-DEREF
Target # of TC AW 7]
[AA )
MSR (4, 5) 386 24/24 (100.0%)
MSR (4, 6) 856 24/24 (100.0%)
MSR (4, 7) 2,184 24/24 (100.0%)
MSR (4, 8) 6,056 24/24 (100.0%)
MSR (5, 5) 1,136 24/24 (100.0%)
MSR (5, 6) 3,029 24/24 (100.0%)
MSR (5, 7) 8,928 24/24 (100.0%)
MSR (5, 8) 28,827 24/24 (100.0%)
MSR (6, 5) 2,984 24/24 (100.0%)
MSR (6, 6) 8,870 24/24 (100.0%)
MSR (6, 7) 29,476 24/24 (100.0%)
MSR (6, 8) 108,258 24/24 (100.0%)
MSR (7, 5) 6,890 24/24 (100.0%)
MSR (7, 6) 22,495 24/24 (100.0%)
MSR (7, 7) 83,064 24/24 (100.0%)
MSR (7, 8) N/A(>48h) 23/24 (95.83%)
MSR (8, 5) 14,380 24/24 (100.0%)
MSR (8, 6) 51,072 24/24 (100.0%)
MSR (8, 7) N/A(>48h) 24/24 (100.0%)
MSR (8, 8) N/A(>48h) 23/24 (95.83%)

"k CREST-BVE A d&tS v AAY BE HAE Ao]AES MR ol 2dst=d 2
ste] AWM A7 0%= YElEEH, ol H2RE =golioi AEY WH4E o835 AAdE SAM

3 PUZE g ke ® dRdh AloF 2ol BakskA @ghy] wEeltt,
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# 5.2 HAg 71 A4 ol whek MSR HI ' Al W Ee] ARSSF Bl
Target Hof W= AR (MB) W g84 (100)
NoOPT (A) OPT1 (B) OPT1&2 (C) (B)/(A) (C©)/(A) (C)/(B)

MSR (4, 5) 120.09 24.00 20.84 19.99% 17..35% 86.83%
MSR (4, 6) 366.07 41.26 32.29 11.27% 8.82% 78.26%
MSR (4, 7) 1,624.08 102.70 76.72 6.32% 4.72% 74.70%
MSR (4, 8) OOM 270.02 181.18 - - 67.10%
MSR (5, 5) 399.78 48.01 37.25 12.01% 9.32% 77.5%
MSR (5, 6) 1,572.50 117.78 82.95 7.49% 5.28% 70.43%
MSR (5, 7) 00M 365.74 246.08 - - 67.28%
MSR (5, 8) O0M 1,265.57 808.84 - - 63.91%
MSR (6, 5) 1,092.48 122.63 91.09 11.22% 8.34% 74 . 28%
MSR (6, 6) 00M 341.74 231.52 - - 67.75%
MSR (6, 7) O0M 1,226.57 789.98 - - 64.41%

MSR (6, 8) O0M 00M 3,110.28 - - -
MSR (7, 5) 2,861.59 259.36 182.54 9.06% 6.38% 70.38%
MSR (7, 6) 00M 878.25 570.49 - - 64.96%
MSR (7, 7) O0M 3,624.90 2,269.57 - - 62.61%

MSR (7, 8) OOM | N/A(>48h) N/A(>48h) - - -
MSR (8, 5) 0OM 556.47 373.64 - - 67.14%
MSR (8, 6) O0M 2,153.49 1,357.32 - - 63.03%

MSR (8, 7) OOM N/A(>48h) N/A(>48h) - - -

MSR (8, 8) OOM | N/A(>48h) N/A(>48h) - - -
3t 11.05% 8.60% 70.04%
3 5.2 NSRS HI2=WsIS W A3 7y A8 friel wE wRE] AREES Hlagk A
o]t}. OPT1 NoOPT7F OOMo.Z El~®o] Aufdk MR T2 aWE5S A3z gHaygd 4 93
3L, NoOPTel A Asst=dl 433 MR (5, 6)9 4% wlEe] AREFFo] 10u] ©]% Apojub= A=
gele 4 ATk, =g, HAst 71 28 FUF AESIS w, v ARERe] AAE 13.17%
(MSR 4,591 A$-)ol A AL 37.39%7HA ZAad AL A3t 4= Jrh. 53], PUet LS7F 571
Fholl wet wie] ApgEFo]l AdSsE wWRe &4l FUkelar, OPT1elA 00MS-= <13 MSR
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¥ 5.3 F43F 719

Ag fitol wak MSRe) Bl A" AgE B

Target T3 AIZE (s) AZE &84 (<100)
NoOPT (A) OPT1 (B) OPT1&2 (C) | (B)/(A) | (CO)/(A) | (C)/(B)
MSR (4, 5) 470.42 117.17 106.90 24.91% 22.72% 91.23%
MSR (4, 6) 1,872.44 355.90 337.98 19.01% 18.05% 94.96%
MSR (4, 7) 7,803.80 1,190.67 1,180.99 15.26% 15.13% 99.19%
MSR (4, 8) 00M(>10,980) 5,863.68 5,729.05 - - 97.70%
MSR (5, 5) 2,037.77 464.07 443.75 22.77% 21.78% 95.62%
MSR (5, 6) 8,434.68 1,583.84 1,570.56 18.78% 18.62% 99.16%
MSR (5, 7) 00M(>12,352) 7,898.21 7,708.58 - - 97.60%
MSR (5, 8) 00M(>11,349) 36,798.50 36,401.72 - - 98.92%
MSR (6, 5) 3,931.45 1,405.49 1,397.52 35.75% 35.55% 99.43%
MSR (6, 6) O0M(>13,776) 5,759.01 5,676.14 - - 98.56%
MSR (6, 7) 0OM(>12,644) 28,217.04 27,794.56 - - 98.50%
MSR (6, 8) O0OM(>11,513) | OOM(>145,579) 159,772.06 - - -
MSR (7, 5) 11,309.79 3,863.78 3,822.12 34.16% 33.79% 98.92%
MSR (7, 6) O0M(>14,367) 17,648.59 17,406.64 - - 98.63%
MSR (7, 7) 00M(>13,081) 106,405.74 105,092.09 - - 98.77%
MSR (7, 8) OOM(>12,072) N/A(>48h) N/A(>48h) - - -
MSR (8, 5) O0M(>17,530) 8,680.21 8,531.76 - - 98.29%
MSR (8, 6) O0M(>14,312s) 43,360.44 42,422 .89 - - 97.84%
MSR (8, 7) O0M(>13,678s) N/A(>48h) N/A(>48h) - - -
MSR (8, 8) O0M(>12,001s) N/A(>48h) N/A(>48h) - - -
ALt 24, 38% 23.66% 97.71%
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