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Abstract

Concolic testing is a software automated testing with the goal of visiting all the paths of the
target program. Since exploring all the paths of a program is expensive, it is important to look
at the most promising paths first to achieve high branch coverage. The strategy that
determines which path to visit is called concolic search strategy. Conventional concolic search
strategies (e.g., DFS, rev-DFS, CFG, random) sometimes have low branch coverage because
they decide which path to visit without considering the correlation between functions in the
target program.

In this paper, we defined data dependency between functions based on the data flow between
functions through dynamic taint analysis and designed a new concolic search strategy called
Taint based on data dependency between functions. If target function g has an uncovered
branch that needs to be covered and function g has a high data dependency on function f (i.e.,
function f sends many values of variables to function g), Taint guides concolic testing to negate
the branch in function f or function g to cover the uncovered branch in function g. This
approach stems from the intuition that the values of variables that function f sends to function
g determine the execution path of function g. Three design choices were taken into account
when measuring the data dependency between functions. Dynamic taint analysis is used to
extract def-use chains between functions and measure data dependency between functions.
Taint can achieve 1.2%p~7.1%p higher branch coverage than using conventional concolic

search strategies.

Keywords Concolic Testing, Concolic Search Strategy, Dynamic Taint Analysis
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1 // triangle.c

2 #include <crown.h>

3 #include <stdio.h>

4 int main() {

5 int a,b,c, match=0;

6 SYM_int(a); SYM int(b); SYM int(c);
7 // filtering out invalid inputs

8 if(a<=0 || b<=0 || c<=0) exit(-1);
9 printf("a,b,c = %d,%d,%d:",a,b,c);
10

11 //0: Equilateral, 1:Isosceles,

12 //2: Not a traiangle, 3:Scalene

13 int result=-1;

14 if(a==b) match = match + 1;

15 if(a==c) match = match + 2;

16 if(b==c) match = match + 3;

17 if(match==0) {

18 if(a+b <= c) result = 2;

19 else if(b+c <= a) result = 2;
20 else if(a+c <= b) result = 2;
21 else result=3;

22 } else {

23 if(match == 1) {

24 if(a+b <= c) result = 2;

25 else result=1;

26 } else {

27 if(match == 2) {

28 if(a+c <= b) result = 2;
29 else result = 1;

30 } else {

31 if(match == 3) {
32 if(b+c <= a) result = 2;
33 else result = 1;
34 } else result = 0;
35 Yoy o}
36 printf("result=%d\n",result);
37 }
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1 void g(int z, char *str) {

2 int 1i;

3 if (z == 1) {

4 for (i =0; i < 100; i++) {
5 if (str[i] == ‘B’)

6 printf(“if\n”);

7 else

8 printf(“else\n”); } }

9 else Error(); }
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1 void f(int x, char *str) {

2 int y;

3 if (x >= 0)

4

5

6 = 0;

7 g(yastr); }

8 wvoid g(int™z, char *str) {

9 int i;

10 if {

11 for (1 =0; i < 100; i++) {
12 if (str[i] == ‘B’)

13 printf(“if\n”);

14 else

15 printf(“else\n”); } }
16 else Error(); }
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1 void g(int *param) {

2 if (*param == 2); }
3

4 void f() {

5 int arr[3] = {1,2,3};
6 arr[Q] = 4;

7 g(arr);}

8

9

int main() {f(); return 0;}

arr[0]  arr[1]  arr[2]

f
(def: line 6)

4 2 3

10

0x0000] 00004 0x0008] 0x000c

B4 fo| 7| SE
int arr[3] = {1,2,3}%;
arr[0] = 4;

*(param+1)

2 3 (use: line 2)

0x0000| 0x0004 0x0008 0x000c
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sizeof(*param),

%p\t%lu\t%s\n”, &param, sizeof(param), “g”),param)))
2 OflAl

&*param,
Ac 4

3

—

%p\t%lu\t%s\n”, &arr, sizeof(arr),

.
o

4;
%p\t%lu\t%s\n”,

3}

g(arr);
int main() {f(); return @;}

int arr[3] = {1,2,3};

if (*param == 2); }
arr[e]

1 void g(int *param) {
“USE:

4 void f() {

2
3
5

6
7
8
9
%p\t%lu\t%s\n”, &arr[l], sizeof(arr[1]), “f”),arr[@] =

4: Bl =7\t 20 O
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1 void g(int *param) {

2 if ((fprintf(__FP, “USE: Zp\t%lu\t%s\n”, &*param, sizeof(*param), “g”),*((fprintf(__FP,
“USE: %p\t%lu\tks\n”, &param, sizeof(param), “g”),param))) == 2); }

3

4 void f() {

5 int arr[3] = {1,2,3};fprintf(__FP, “DEF: %p\t%lu\t%s\n”, &arr, sizeof(arr), “f”);

6 (fprintf(__ FP, “DEF: Zp\t%lu\t%s\n”, &arr[1l], sizeof(arr[l]), “f”),arr[@] = 4);
7 g((fprintf(__FP, “USE: %p\t%lu\t%s\n”, &arr, sizeof(arr), “f”),arr));}
g int main() {f(); return @;}
a2 3.6 1 32 &4 AEQ| I MY AN
DEF: @x7ffc267f5b3@ 12 f
DEF: Ox7ffc267f5b34 4
USE: Ox7ffc267f5b30 12
USE: Ox7ffc267f5b30 4 g
USE: ox7ffc267f5b18 8 g
a8 3.7 A28 360AM MR RES = At
Ul I 3259 2 22 W40 x7]8t 7oA = HojEE() vl= FHol =S
Adstatt. O3 3.4= 23 3.2 S9R EoA 7] FAo] doju= ¥ arrof ojish
FE AUV ZE(HF2AE AU Bt fprintfE2 4 {4 arr ¥4
sigete olma] g7to] 27] Sato] dojudrt PRE FE3cL
2. O 3.2 69M Euk 22 ¥149 Ao FEoAE 1" 33AY duE ALALE
ALgsHEE £ WA Madats S WATh old R AR ste dm dirts
ARESHITE O3 3.5 IY 3.2 69A FolA 7] FAo] dojut= W4 arr(0]of] oish
FE AY7PPE ZE(HF2M)E AUt 2ot fprintfE2 &4 oA arr[0] 4o
sigsts olwel g3ol 7] Fao] Yojgris FrE FEUT
a9 36% 17 329 44 FEo] FES AIF Aatoln, 1y 372 17 369 neaRg
Aogsiis o, Addet et &3stke AatzEolth. 1Y 3704 19 &

ES
al SU ZQIEIE ZH7]= tlee] Ftof] oighk ¢j7]/27] AN L™ 3.6)0] oA+ AA
Ast & A Yyvte® FR3] def-use chaing £ £ Ao ¢V 450 dojue=
&Arol dojuye tlwa] FIF Apolof HA|= FaEo] FEASH=A] o Hut
QIstH H7] giEolty. 1™ 3.79149 & ZAutoA 27| FAo] dojdt 1¥A =9 ulwe

3.6 bWIA] Zof Ad" FE7F sk viE arro] tigh FE)}F 7] FATo] dojdt
6 28R =0 Ad"™ =7t £3¥she xparamof Gish ZgE)o]

3
4quio| EQtZ HR|7| mjFof] &4 foA 4 g2 fo]E7F 5=+ def-use chaino] EXgth=
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void g(int z) {
inty = z;
if (y > 9);

void f() {
int x = 10;
g(x); }

int main() {f(); return 9;}

LoV WM

g 3.8 H

[

CHY HAEREQE pass-by-valueE AtEdtE ZZIE 0f A

1 void g(int z) {fprintf(__FP, “PARAM: Z%d\t%p\t%lu\t%s\n™, 1, &z, sizeof(z), “g”);
2 int y = (fprintf(__FP, “ASSIGN: %p\t%lu\t%p\t%lu\t%s\n”, &y, sizeof(y), &z,
sizeof(z), “g”),fprintf(_FP, “USE: %p\tklu\t¥%s\n”, &z, sizeof(z), “g”),z);
fprintf(__FP, “DEF: Z%p\t%lu\t¥s\n”, &y, sizeof(y), “g”);

3 if ((fprintf(__FP, “USE: %p\t%lu\t%s\n”, &y, sizeof(y), “g”),y) > ©); }

4
5 void () {

6 int x = 1@; fprintf(__FP, “DEF: Z%p\t%lu\t¥%s\n”, &x, sizeof(x), “f");

7 g((fprintf(_FP, “USE: %p\t%lu\t%s\n”, &x, sizeof(x), “f”),fprintf(__FP
“ARG: %s\txd\tZ%p\t%lu\t%s\n”, “g”, 1, &x, sizeof(x), “f”’),x)); }

8
9 int main() {f(); return 0;}

gl 3.9: 18 38 &AA FAEQ| AL MY At

DEF: ox7fff27301b74 4

USE: ex7fff27301b74 4

ARG: g 1 ox7fff27301b74 4 f

PARAM: 1  @x7fff27301b4dc 4 g

ASSIGN: Ox7fff27301b54 4 Ox7fff2730lbdc 4 g
USE: ex7fff27301bdc 4 g

DEF: ox7fff27301b54 4 g

USE: ex7fff27301b54 4 g

18 3.10: A8 390 &RE REO| =¥ Zi
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3.1.2 Def-Use Chain =& 7| (Def-Use Chain Collector)

Def-use chain 2%7]& 94 AFHYE0] Fol5l AIAE BAE Ao|AS2 FSI} A4Ud oy

23S Ad¥stal, ZF A|AH] HAE FAojA He mglo] D= ha Agof dis oF oA
Has te] o st tohE oM €9" 2l 3{FE ¢E def-use chain
SAF. 7|28 08 def-use chain 7] A ZE9] &3 ZitE QoAREH &AHZ 9L,
7] SA('USE") &3 2Y o oldo] FA3NYE ZE 7] FA(DEF) 353 BlusfA]
Axle He2ey Fto] QleAl AR2 & o4 b def-use chaing< $£AIRH (28 3.7 olA])
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AolA W4 x9 2 ¥4 yol dlths AR S I 4% x¢ y9 mee] gt Adske A4
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num(f, 9)% 751

3.1.3.1 Design Choice 1: &= 7t HO|E S &29| A7|E XI5t L
&4 oA g22] HolH 559 F7] num(f,g)E SR o, O3t 22 2714 WS B4
& 2 Qlt.
FlauEl gt follA & g=29] def-use chain 9] o2 of= WY
2. ara follA &t g=29] def-use chain HIOJE £09] £3to g o= v
Y2 &5 oA T g2 golgHE B o, £2A Zo] 27|17t 2 HojlHE EWs 49t ©
A FA go] Z717F A2 HolHE BEU+ FE FEAlA 2717 2 dojlHE BEWE o g f
of tigt &4 g9 ol oJE % data(g « )7t O = ALtEth= HollA W 139k xfo]7} Qlct.
O 3112 #Z2 200 tisfA W1 AMESES mjet WR2E ARESHE o &4 7t go]
B 559 27|17t ofgA EefA|=A] BoEh. WH1E AR FQ, T floA &4 g2 2719

def-use chaino] &xjst1, &

f20] 4 &t4 g2 17§9] def-use chaino] £Ajsto 2, flo] f2HC}h

g2l Aol ZAE GFHol AT MY 4 Urk v, PU2S AR Ao vl £27)
fleck go] A3l 71A1E JFol Ackw SN » Ak A LM FoE 27) WMot wE

djo]E 3719 char EtY
f20l 4 7gejgt W4 4810
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char a, b;

int x;

int main() {
f1(0);
f2();
g();

return 9; }

void f1() {

2 = get_input();
i—b = get_input();

b void f2() {
DU-chain 27l | x = get_input();

void g() {
P if (a > 0);
P if (b > 0);

if (x > @);
¥

DU-chain 17§

char a, b;

int x;

int main() {
f1(0);
f2(0);
g80);

return 9; }

void f1() {

DU-chain 2byte

= = get_input();
I—F- = get_input();
void f2() {

x = get_input();

2t 1 (DU-chain <)

3% 3.11: Design Choice 1 &% OfA|
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void g() {
if (a > 9);
if (b > 9);
if (x > @);

DU-chain 4byte
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}
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1 int a, b, c; 1 int a, b, c;
2 2
3 int main() { 3 int main() {
4 f1(); 4 f1();
5 f2(); 5 f2();
6  g(); 6  g();
7 return 0; } 7 return @; }
8 8
9 void f1() { 9 void f1() {
™10 a = get_input(); 10 a = get_input();
| I_.n b = get_input();} 11 b = get_input();}
12 12
DU-chain | | 13 void f2() { 13 void f2() {
270 14 ¢ = get_input(); }—I 14 ¢ = get_input(); }'—I
15 15
16 void g() { DU-chain 16 void g() { DU-chain
7 printf(“%d %d”,a,b); 174 17 printf(“%d %d”,a,b); 174
18 if(c>e){...}<]1—l| 18 if[(c > e {...}ﬂd|
YE1 Y

[ — ] r |

33 3.12: Design Choice 2 &Y Ol A|
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1 void f() { 1 void f() {
2 int i; DU-chain 2 int i;
3 for (i = @; i < 10000; i++) 17H 3 for (i = @; i < 10000; i++)
4 g(i); } 4 g(i); }
5 wvoid g(int x) { 5 wvoid g(int x) {
6 if (x > 9); } 6 if (x > 9); }
=] 22

1% 3.13: Design Choice 3 &Y 0fA|

+5 5% djojct ASH= def-use chainE9] 2E 7|45 w2t
%25 def-use chainsg& 172 A 2]stct.
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44 29 21

441.RQ10| CHst B2

B 4.2= 7+ tar m2 =80 o8] DFS, rev-DFS, CFG, random, 2|1 Taint BA X2k Af
835to] 19F 7] HIAE Ao|]AE ABESNE o, /4% 7] AR}t 4™ AIRFE EofET Progl
]

of oo DFSet rev-DFS GA M2fg ARget 4%, 1% 72T A2 614470 HAE AHo|A= s
425 AAH sl

22 HAE AolA 2 Taint GA Ffo] oh2 4§0] GA Ffuct gapsoz 7] 7Hz
Ale =0 Taint G4 A2 77HS] o 230 cisl Hat 74.4% 271 AeAlEe 278t
o, o aiel &4 Fefo] Didet £7] AweAEnt 1.8%p~7.1%p H 0] 24Ut Progdet
Progbg Alejet 57 =2 7880 tfsl Taint &4 Aol 7} &2 271 AA¥eA S 2733t
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H 421270 TC MM Al Z Concolic BHM ™Eko| EHg 27| HHE|X|

Target |DFS rev-DFS CFG random Taint

Cov (%) |Time (s) |Cov (%)|Time (s) [Cov (%)|Time (s) |Cov (%)|Time (s) |Cov (%)|[Time (s)
Prog1 100.0 102/ 100.0 101 100.0 182| 100.0 188| 100.0 171
Prog2 87.0 117, 87.0 118 87.0 119 870 121 87.0 135
Prog3 774 373 79.2 373 80.0 347, 713 377, 810 388
Prog4 30.5 182 46.8 182| 645 177) 675 171 66.5 197
Prog5 64.0 179/ 68.0 179 700 209 620 188 70.0 192
Prog6 67.9 278  69.1 278| 648 231 61.2 261 67.3 281
Prog7 440 189 424 189 4138 225 481 185 491 204
Avg. 67.3| 2029| 704| 2029 726 2129 71.0] 2130 744] 2240

B 4.3:1082 S TC M4 Al Zt Concolic BHM HMEko| &b 27| HHZ|X|

Target |DFS rev-DFS CFG random Taint

Cov (%) [Time (s) |Cov (%)|Time (s) [Cov (%)[Time (s) |Cov (%)|Time (s) |Cov (%)|{Time (s)
Prog1 100.0 102| 100.0 101| 100.0 600/ 100.0 600/ 100.0 600
Prog2 87.0 312 87.0 310 87.0 600 87.0 600 87.0 600
Prog3 79.7 600/ 80.8 600 81.0 600 726 600 815 600
Prog4 41.9 600| 62.1 600/ 685 600 69.5 600 704 600
Prog5 70.0 600 720 600 720 600 720 600 720 600
Prog6 69.1 600 69.7 600/ 685 600 68.5 600 679 600
Prog7 453 600, 484 600| 446 600|  49.1 600 509 600
Avg. 704 487.7] 743| 4873 745 6000 74.1 600.0, 757 600.0

Proglo] Tisll DFSS} rev-DFS B4 Mg ALGeH 2%, 10240t 61447) E|AE Alo|Ag A
goto] BE =g Fuisiart,
e HAg AZE S Taint YA} Mo] Che a7he) EA Meurt anHoz Br] e

S £9ich Taint 94 ke 719 opg m2 ) s BF 75.7% £7] AAE 2stel,

Aejet 678 2 3o s Taint §A Mol 7MY w2 271 AH=AE 23U

DFS, rev-DFS, CFG, random, Taint A x2Fo] st Hg TC 4~ 7H2} 24765.6, 24285.7,
26264.1, 25576.4, 24247.97]2 RQIO|A A§4dgt 100007] TCRch @it o] concolic HAHE @
o E2= ofds] Taint P4 Mol o2 A AHEG 2 7] AHAAE 2EdHE e

HoEo
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H 4412 7 7C dd Al Taint@t Taint-bytes?| Ed &7 HH2|X]|

Target Taint Taint-bytes
Cov (%) Time (s) Cov (%) Time (s)

Prog1 100.0 171 100.0 195
Prog2 87.0 135 87.0 126
Prog3 81.0 388 79.0 369
Prog4 66.5 197 65.5 166
Prog5 70.0 192 720 165
Prog6 67.3 281 68.5 334
Prog7 49.1 204 47.2 176
Avg. 744 224.0 74.2 218.7

H 4.5 102 59 TC M4 Al Taint@t Taint-bytes®| &4 27| FHZ|X|

Target Taint Taint-bytes
Cov (%) Time (s) Cov (%) Time (s)

Prog1 100.0 600 100.0 600
Prog?2 87.0 600 87.0 600
Prog3 81.5 600 80.0 600
Prog4 704 600 68.5 600
Prog5 72.0 600 72.0 600
Prog6 67.9 600 69.7 600
Prog7 50.9 600 51.3 600
Avg. 75.7 600.0 75.5 600.0

4.43.RQ30| CHst 22

B 442 7 Oy =2 5o Ojs Taint®} Taint-bytes &M H=FS AR&sto] 19 7] HAE 7
A2 PR W, 285 271 ARt A AIKbE HolEt. ® 4.5% ZF b4 2 0500
tisll Taint@} Taint-bytes EA F2Fg ARESH] 102 & HAE Zo]AF AP o, 273
271 AR A AP HojEt)

22 HAE 7oA £ et 22 HAY ARMY ©ff 2% Taint &M A2Fo] Taint-bytes A
Agfuct 271 AWYAZE =4 Uyttt Taint &A1 A2F2 7719 o == 2380 ois] 22 HA&
E 7olA 4 o Hd 74.4% 7] AHYAE 2L, ZE2 NA" AREY o B 75.7%
7] AHYRF 27dste, Taint-bytes &A1 A=fo] 2/t 27] AWYX|Et 212} 0.2%p, 0.2%p

igo] A3k,

r\]
)

Mz

26




1 unsigned f(struct node *n, char **parentKey, char *key, char *value) {
2 while (n != NULL) {

3 cee

4 if (n->islocal) {

5 if (n->isSocket) {

6 result = h(key, value, “isSocket”);

7 .}

8 else {

9 int i;

10 for (i =0; 1 < 20; i++) {

11 if (!SYM_strcmp(parentKey[i], “cli”)) { ... }

12 else if (!SYM_strcmp(parentKey[i], “relay”)) { ... }
13 }}

14 target_g(n, key, value); }

15 ce. }

16 }

17 void target_g(struct node *n, char *key, char *value) {

18

19 while (...) {
20 if (!SYM_strcmp(key, “type”)) {

21 if (!SYM_strcmp(value, “serial”)) { ... };

22 else if (!SYM_strcmp(value, “tcp”)) { ... };

23 else if (!SYM_strcmp(value, “inet”)) { ... };

24 else if (!SYM_strcmp(value, “socket”)) {/* many branches uncovered*/};
25 else { ... };

26 }

27 e

28 }}

29 int SYM_strcmp(const char *sl1, const char *s2) {

30 while (*s1 && (*sl1 == *s2))

31 S1++,S2++;

32 return *(const unsigned char*)sl-*(const unsigned char*)s2;
33 }

34 unsigned h(char *key, char *value, char *str) {

35 ce

36 if (!SYM_strcmp(str, “isSocket”)) value = “socket”;
37 cee

38 }

&l 4.1: Prog3 &AFE O Al

444 TaintZ} CtE EMM MEFHCE 27 HH2|XE A 22 At 24

z

412 Taint @A Mzro] 7]ES] ChE WA MFEch 2] AvAE o A DX

Prog3 AAIE JAjojct. O™ 4.19] AAFEA DFS, rev-DFS, CFG, Random, Taint-bytes
B MarSe st fo] HHx| if 27] 239} o4 target_g@] 24¥A] & else-if £7] x£310]
ol &= HAE Ao|AS AAsHA] YAITE Tainte 12i5t HAE FAo|AS AAdsto] AR 7t

o = U

A
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5.1 Concolic EHAH T2k

5.1.1. CHEA 9l concolic B MEF
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5.1.3. 012 concolic EfA Me2fo| ZAgtzl EMAH Mef

o search spaces autdoz FAMGH] Qs of A Mg AYsHA Abgsts Aqt= Tol
ZRfstct. sto]Eel= concolic HAH[43]2 random HABT concolic E|AER-S AL o]
7122 WA random E|AES ARESHA wheA w2 IH0] 712 BE7IA] GAlSH EAE FAo]A
£¢ ol Yrech et} random ElAHe] o o AuelAlZ kolx] Rt Aejol =2sh,

N
concolic HAH OS2 WASHA random HAEO=Z HWSHA] £t H2 S gHMStCH SHATH =3

o Axto] AFPEol. stolHelE concolic EJAHE FrIMOR Qe e Wi W Lz I
of MstAlT, B oA ALgHe WA M 1A T7]9 £7] 9 e Wi mz e

A gsttt. Garg et al. [33]= mj&w 7|gte] U HAE A4 7|1} concolic B|ARS A43i
o] 7]&2 Randoop[34]9} FASH random f4 HA®E WA AlASL 39 HAHO] 474 7
y2]x|o] =dslH concolic A|AEl ElAEI 02 mASH}E 2 Qlo]A] A9t concolic ©HA A2F

S Garg et al.9] concolic A|AE! B|AR o] A&3 2~ 9lrh,

EJQLE B fojelo] 558 AAsts 7|40l WA WAS E|UE AA(taint source)Z
O
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2 ARE o] I AL, EHUE Axel HAE Y3 Aolo] Hole 552 £E%n $AY
S 9k HQIE BAE @4 7 ool E=E Fojstit Agsi anMel concolic YA
Mg Jpushed] g3 AT QAT WOk TR Lofo A ojg Chyet §E2 ALGELH10]

— 1= — T =
A &A(injection attack)ol] Fofet =5 ©A|st=d AREHTH5,7,9,26]. AAE 342
SQL QIA, FE QIAM, AFYE QALY 7IgiE QIAM, CRLF QIMM, Afo]E It AFRE 34

oA Hoh Y9 2 HES AAshs sAL2, FEA ARESts HIolHE A=A

we Yot ALY A2 EEHY B Ashe Lo
P5idol Qe BT PSS HUE Y32 AP AnNoR IME FAL YAY £ AT
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